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1. Executive Summary 

This is a report of investigation and analysis of the global trends in the said 

quarter, based on the information in relation to cyber security collected by 

NTTDATA-CERT during the period. 

 

Featured Topics “Data breaches due to internal 

improprieties: Characteristics and required 

countermeasures” 
Data breaches due to internal improprieties are a serious security risk for 

business enterprises. Its characteristics often include behaviors difficult to 

distinguish from normal operations and/or exploits of own privileges and 

competences, which are frequently committed at the time of or just before 

retirement. As countermeasures, employee training and thorough enforcement of 

rules are essential, in addition to technical countermeasures such as access 

limitation, privilege management and log monitoring. 

For prevention of internal improprieties, approaches from both sides, i.e., 

technical and educational aspects are required. For business enterprises, it is 

important to integrate these countermeasures and to build up sustainable defense. 

In addition, as countermeasures depend on the characteristics of various internal 

improprieties, our recommendations are interference to the improprieties triangle 

based on 3 aspects, “opportunity”, “motive”, and “justification” for cover-up type, 

and implementation of access limitation and introduction of immediate interruption 

system for bold type. As solutions against internal improprieties, application of 

DLP and privilege management system, as well as UEBA are recommended. 

Vulnerability “Countermeasures for vulnerability of 

Public API which is increasing abruptly” 
In accordance with the growing use of Public APIs, vulnerability also grows 

bigger with the result that risks of cyber attacks increase. Particularly, improper 

configurations for authentication and approval occur frequently, where 

vulnerabilities such as Broken Object Level Authorization (BOLA) are exploited. 

As countermeasures, it is essential that the Secure by Design approach is 

employed so that security is integrated from the initial stage of development. In 

concrete terms, we recommend implementation of Multi-factor authentication 

and/or OAuth 2.0, Runtime protection, Security tests, Security posture 

management, cataloging of APIs, reinforcement of API governance, and so on. In 

addition, as countermeasures against issues which Secure by Design is not 

capable to solve, application of API discovery or automated security tools, and 

enhancement of security education are also required. 

Vulnerability “Improvement of Vulnerability triage 

approach using SSVC” 
SSVC (Stakeholder-Specific Vulnerability Categorization) is a framework to 

assess the priority to response to vulnerability, and it resolves the problems of 

CVSS (Common Vulnerability Scoring System), the reference to assess 

seriousness of vulnerability. SSVC uses a decision tree to access the impact of 

vulnerability to indicate the priority to response to vulnerability in 4 levels, 

“Immediate”, “Out-of-cycle”, “Scheduled”, and “Defer”. As such, judgments for 

responding to vulnerability in visual and logical way are enabled. 

With enhancement of AI technologies, cyber attacks aiming at vulnerability are 

generated in shorter cycles, as such, agile countermeasures for vulnerability are 

required. Important points are pre-established support and particularization for 

vulnerability. In particular, servers, network equipment, and software in relation to 

Exposure and Mission Impact, among 4 decision points of SSVC, are grouped 

and assessment values are prepared beforehand, then the priority for 

countermeasures against vulnerability is determined using SSVC. Effective 

countermeasures for vulnerability even by only a few members are enabled to 

make it possible to enhance readiness for the security of the organization. 
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2. Featured Topics “Data breaches due 
to internal improprieties: 
Characteristics and required 
countermeasures” 

Shigeaki Kurimoto, Security and Network Department, NTT DATA Japan 
 
Data breaches due to internal improprieties have been ranked within top 10 in 

the “10 Major Security Threats [For Organizations]” announced by the 
Independent administrative agency, Information-Technology Promotion Agency 
(IPA), Japan every year since 2016 when the IPA started announcing the results. 
In 2024, it was ranked third. Data breaches due to internal improprieties are a 
serious security risk which business enterprises must always focus on [1]. Once 
data breaches due to internal improprieties occur, this may result in not only the 
business enterprise losing its trust leading to economic loss, but it could also be 
developed into a legal issue. 

In this article, with regard to data breaches due to internal improprieties which 
have been continually sophisticated year by year, we focus on common cases 
actually occurs, as well as their characteristics, and also comment on 
countermeasures, frequently applied not only as preventive measures but also as 
sustainable protection plan. 

 

2.1. Example of data breaches due to 
internal improprieties 

Data breaches due to internal improprieties can occur in a variety of cases, 
ranging from those caused by an individual to those involving multiple people, and 
can vary in the level of malicious intent. Examples of principal patterns of internal 
improprieties are as shown below [2] [3]: 
(i) An employee planning to resign from the company lodges sensitive 

information/personal information illegally 
(ii) A contract employee lodges sensitive information/personal information of 

consignor business enterprise illegally 
(iii) An industrial spy lodges sensitive information/personal information illegally 
(iv) 2 or more employees collude to lodge sensitive information/personal 

information illegally 
(v) An employee brings out sensitive information for working at home on 

Saturday and Sunday, because she/he fails to complete to prepare the 
documents on time 

(vi) An employee who has something against the company does harassing 
behavior such as destroying information or spreading false information 

 
The subject or purpose of internal improprieties vary. Characteristics commonly 

applicable to such internal improprieties to no small extent include “Behaviors 
difficult to distinguish from normal operations” or “Behaviors allowed to carry out 
as a part of normal operation based on own privileges and competences”. Since 
it is not easy to judge such internal improprieties committed outrageously or 
intentionally from normal operation, internal improprieties could easily deceive 
eyes of others and slip through the supervision. In the following chapters, we 
explain these characteristics concretely. 

 

2.2. Characteristics in cases of internal 
improprieties in recent years 

For internal improprieties difficult to distinguish from normal operations, a 
number of sophisticated tricks are used. Examples of internal improprieties are 
sorted out and examples of sophisticated tricks listed below are summarized in 
Table 2-1. 

 
(i) Sensitive information/personal information tried to lodge illegally is slipped 

into information/activities which are handled in normal operations 
(ii) A large mass of information is not lodged out at a time, instead, such 

information is split into smaller masses and lodged out continuously for 
several times 

(iii) Data breaches are executed by means of using loopholes of systems and 
rules for detection or control of internal improprieties 
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Table 2-1: Examples of internal impropriety activities difficult to 
distinguish from normal operations 

 

 

 
A virtual environment is set up to simulate specific activities, then the above-

mentioned points are explained. 
 

2.2.1. Simulation for illegal lodging in a virtual 
organizational environment 

Based on examples of internal improprieties actually occurred and relevant 
perceptions, a scenario of illegal lodging is described in the light of characteristics 
of internal Impropriety cases. First, a virtual organizational environment is 

established as follows (refer to Fig.2-1): 
 

⁻ Company A (consignor business enterprise) entrusted a new product 
development project (sensitive information) to Company B (consignee 
business enterprise). 

⁻ Mr. X of Company B participated in the project of Company A. Mr. X 
obtained a business account for a contract employee of Company A and 
accessed certain part of sensitive information to carry out his task. 

⁻ Company A and Company B used the same communication tool 
(Example: Microsoft Teams, etc.) and linked the tenants of the 
companies each other to implement information sharing. 

⁻ Nevertheless, if it is attempted to lodge sensitive information outside of 
company A, it is detected and blocked by the rule of the DLP (Data Loss 
Prevention: Security tool to prevent leakage of information) which 
Company A had introduced. Therefore, information exchanged between 
Company A and Company B does not contain sensitive information, in 
principle. 
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Fig.2-1: Virtual organizational environment 
 

2.2.2. Clues for illegal lodging 
In such an environment, a case is attempted in which Mr. X lodges sensitive 

information of Company A (consignor business enterprise) illegally. 

⁻ During normal operations, Mr. X links information relevant to the project using 

a communication tool from the Company A environment to Company B 

environment. A number of files are linked in gross in a ZIP format. 

⁻ On one occasion, sensitive information is contained unintentionally in a ZIP 

file which Mr. X tried to link from the Company A environment to Company B 

environment, as such, the DLP detected the keyword and blocked the link. 

⁻ From this detection, Mr. X had a chance to learn the detection/blockage rule 

of DLP, as well as the keyword DLS uses for detection. 

 

As in such a case, it is possible to learn certain parts of the rule of DLP during 

normal operations. 

 

2.2.3. Exploit of illegal lodging 
Mr. X decided to shift his job from Company B to another company, Company 

C, and leave the project in Company A within 3 months. In such a situation, Mr. X 

tried to lodge out sensitive information of Company A to make use in the Company 

C to which he shifts, within 3 months until he leaves the project and shifts his job. 

Lodging out of information through internal improprieties is often exploited at the 

time of or just before retirement [4]. Mr. X executed lodging out of information from 

the environment in consignor, Company A, using means as described below (refer 

to Fig.2-2). 

⁻ From the documents he tried to lodge out, Mr. X changed the keywords which 

the DLP detected to the words which DLP did not detect. 

⁻ Files containing sensitive information doctored as above were slipped in the 

ZIP file groups linked from the Company A environment to Company B 

environment and lodged out. 

⁻ Instead of adding a number of sensitive information files to a ZIP file to lodge 

out at a time, such files are added little by little to ZIP files and lodged out. 

⁻ Mr. X exploited lodging out sensitive information files continuously until he left 

the project after 3 months. 

⁻ After bringing in sensitive files from Company A to Company B, Mr. X printed 

out the files in the environment of Company B little by little, to appropriate the 

sensitive information for his own use. 
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Fig.2-2: Means for illegal lodging 

 
This scenario of illegal lodging was schemed using illegal access methods 

difficult to distinguish from normal operations, i.e., (1) Sensitive information was 
slipped in the files used in normal operations, (2) Smaller masses of information 
were lodged out for several times, and (3) Sensitive information was modified to 
avoid detection to take advantage of loopholes in systems/rules, as mentioned 
above. 

In addition, after lodging out the sensitive information files to the environment 
in his Company B, Mr. X printed out to papers to bring out to his home. During 
recent years, in the context of digitalization and teleworking, opportunities to print 
out documents on paper are decreasing. As such practices of monitoring printing 
process logs or implementing security measures for control of printing have been 
also decreasing. Such an aspect is also apt to be exploited as a loophole. 

 

2.2.4. After exploiting of illegal lodging 
As the result, Mr. X succeeded to lodge out sensitive information without being 

suspected by the members around since it only looked that he was carrying out 
normal operations despite illegality, and the DLP also failed to detect that. After 
that, however, the sensitive information lodged out could not be used effectively 
and this illegal lodging finally led to it being discovered. 

 
⁻ Although Mr. X attempted to make use of the sensitive information he lodged 

out in the new environment in Company C, further updated 
technologies/information in the same field as the sensitive information had 
been already announced publicly. As such, the information lodged out 
became outdated very soon and as a consequence, it was not possible to 
make use of it effectively in Company C. 

⁻ Furthermore, at a later date, in “Check of employees retired/left from projects 
(audit)” periodically conducted in Company A, a decision was made to go 
through procedures to check the access history to PCs/file servers of Mr. X 
again. During this check, it was revealed that Mr. X had “accessed sensitive 
information for which access could not be actually required in normal 
operations”. Consequently, it was considered a suspected case within 
Company A, then further detailed investigation was to be conducted. Finally, 
both the list and history of files lodged out in the past were also checked, and 
then it was ascertained that the files of sensitive information were lodged out 
though not planned in the actual operations. Consequently, fraudulence was 
exposed. 

 
It is not possible for a person to openly make use of sensitive information lodged 

out through internal improprieties, in the competitor company she/he transitioned. 
Furthermore, its value is not always assured on a long-term basis. Further, when 
such an illegal lodging is found out, it may incur that claims for damage to Mr. X 
is filed by Company A or Company B, or even criminal penalties are applied such 
as arrestment or sending papers prosecutors, as the case may be. As such, in 
actuality, while it is difficult to obtain benefits using the files of sensitive information 
lodged out illegally, there may be cases that internal improprieties are revealed 
later and responsibility is pursued. 
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2.3. Security measures against internal 
improprieties per characteristics 

As countermeasures against such internal improprieties, guidelines and such 
published by various bodies may act as useful references [5] [6]. As for internal 
improprieties, since activities of internal executor vary depending on the 
characteristics described below, security measures are difficult. We recommend 
the method in which the policy for the security measure is determined based on 
the characteristics of internal improprieties, then specific methods are studied 
based on those. The characteristics of internal improprieties are roughly divided 
to cover-up type carried out in a stealthy manner to avoid that illegality is found 
out, and bold type carried out on the assumption that internal improprieties are 
revealed. Effective security measures vary respectively. 

 

2.3.1. Security measures against cover-up type 
internal improprieties 

First of all, in cases of cover-up type internal improprieties, which are exploited 
seeking to avoid these from being revealed as much as possible, internal 
improprieties are exploited carefully. The cover-up types are those in which it is 
attempted to avoid risks such that internal improprieties are reveled to result in 
losing the job or incurring criminal penalties or claim for damages. As for the 
cover-up type, a certain prevention effect is expected when security measures are 
implemented which interfere with the “Improprieties triangle”, generally 
considered as the factors for exploit of internal improprieties [7]. Examples of 
security measures based on the 3 aspects of improprieties triangle, “opportunity”, 
“motive”, and “justification” are described below: 

 
⁻ “Opportunity”: Environments/means which enable internal improprieties 

must be seized as much as possible 
(Example) Restriction of access to sensitive information, control of 
privileges, and such 

⁻ “Motive”: It must be disseminated that it is difficult to exploit internal 
improprieties in the current situation, as well as that the return is small 
(Example) Log monitoring of terminals/security equipment for employee 
and thorough publicity of that 

⁻ “Justification”: Implementation of rules and training must be enforced 
thoroughly to build up a situation which does not allow justification and 
excuse for crime 
(Example) Thorough enforcement of training and rules to employees, and 
such 

 
Implementation of these security measures leads to weaken the will to commit 

internal fraud and thus prevent it. 
 

2.3.2. Security measures against bold type internal 
improprieties 

On the other hand, when the committer considers it does not matter if internal 
improprieties are revealed, restriction through training or monitoring among the 
security measures in the improprieties triangle is not effective. For instance, in 
case of an industrial spy who considers she/he would resign the job as soon as 
internal improprieties are revealed, she/he lodges sensitive information out by 
every means and then hides her/himself once internal improprieties are revealed. 

As for such bold type training and restriction are not effective, an effective 
countermeasure is the method in which any of significant activities are forbidden 
in principle. While access to any sensitive information is forbidden in principle, the 
administrator checks the matter every time and gives permission when it is 
necessary to access sensitive information. In addition, it is essential that when the 
sensitive information accessed is traced or any internal improprieties are detected, 
such activities are interrupted without delay. To implement the matters above, it is 
required the introduction and operation of a system which runs privilege control 
and access restriction, as well as a system which interrupts operation at the time 
it detects internal improprieties without delay. 
 

2.4. Internal improprieties prevention 
solution 

At the moment, for internal improprieties prevention, various solutions are 
available including DLP against data breach, privilege control system for 
permission control, and such. Using such solutions effectively, it is possible to 
implement cost-effective internal improprieties prevention including not only bold 
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type but also cover-up type internal improprieties [8] [9]. 
In recent years, the solution considered effective for detection of internal 

improprieties is UEBA (User and Entity Behavior Analysis) products. UEBA 
consolidates and monitors logs of security equipment and each IT device, and 
conducts analysis by means of machine learning. As the result of machine 
learning, it is enabled that activities suspected as internal improprieties are 
immediately detected, in suspicious situations that seemingly normal operations 
are carried out but actually these are different from normal operations. Specific 
examples are as listed below [10]. 

 

⁻ Accessing a server which is not usually accessed in operations 
⁻ Uploading files to a website which is not usually accessed in operations 
⁻ Number of mails is higher than usual number of sending mails 
⁻ A system is used in a period of time usually not used 
⁻ A system is accessed from an IP address or a site other than usual to carry 

out tasks 
 

These activities are the activities not forbidden, but activities using valid 
permission owned, as such, they look as normal operations at first glance. 
However, since such activities are partially different from normal operations, 
internal impropriety is suspected. UEBA monitors and analyses a huge volume of 
logs and is capable to automatically and rapidly detect segments different from 
normal activities though valid permission was used. 

In case of bold type internal improprieties, since restriction or training is not 
effective, unless otherwise the security measures forbid, restrict, or control forcibly 
the system, prevention is not possible. Using the result of detection by UEBA 
products, when SOAR products link with other products and process automatically, 
it is possible to prevent bold type internal improprieties also. 

Methodologies and technologies of internal improprieties are continually 
sophisticated day by day. Business enterprises have to protect important 
information assets through prevention and detection of internal improprieties, by 
means of internal improprieties prevention solutions such as DLP, privilege control 
systems, and UEBA. 
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3. Vulnerability “Countermeasures 

against vulnerability of Public 

API which is increasing abruptly” 

Tsuyoshi Itagaki, Security and Network Department, NTT DATA Japan 

 

In recent years, use of Public API (Application Programming Interface) has 

been rapidly expanding along with the spread of cloud services and transition to 

micro service architectures, and it is one of the essential technologies which 

support business growth of enterprises. At the same time, however, vulnerability 

of Public API also has been increasing, as such, threats of cyber attacks aiming 

at it are increasing as well. For service providers of Public API, building up of 

appropriate security measures is essential. In this report, we explain the threats 

in relation to the fast growing use of Public API and the security measures for 

which service providers of Public API are required. 

 

3.1. Cyber attacks to Public API 
API itself is not necessarily a new technology, as it has been used from the early 

days of computer technologies. Nevertheless, along with spread of cloud services 

and transition to micro service architectures, the use of API, specifically the use 

of Public API accessible through Internet has been rapidly expanding. The use of 

Public API facilitates linking between systems, which offers an advantage such as 

speeding up of provision of services. On the other hand, cyber attacks targeting 

vulnerabilities of Public API are also increasing. 

According to the report dated June 31, 2024 published by Akamai Technologies, 

Inc., cyber attacks to Public APIs and applications in the Asia-Pacific region has 

increased by 65% [11]. However, the awareness of business enterprises for 

security of Public API is still low and security measures are not yet sufficient, and 

a large risk is still carried. Public API involves the following risks by cyber attacks: 

 

⚫ Unauthorized access: 

Attacks by accessing Public API illegally through stealing credential data. 

In many cases, unauthorized accesses are achievable due to incorrect 

setting of access policies. 

⚫ Brute-force attack: 

Attacks to login illegally using trial and error to crack passwords 

⚫ Injection attack: 

Attacks which inject malicious code into Public API, such as SQL injection 

and Cross-site Scripting (XSS) 

⚫ DDoS attack: Attacks which send a huge number of requests to cause 

overload of Public API to result interruption of services 

⚫ Layer 7 DDoS attack: 

DDoS attacks which target the application layer Attackers send a huge 

number of HTTP requests or use a certain function of web application 

excessively to suppress processing capacity of web servers or application 

servers, to disrupt provision of services, and so on. It can cause severe 

impact even with small amount of traffics 

⚫ API Exploit: 

Attacks which exploit business logic of API to attempt illegal operations 

 

In the past, data leakages have occurred in many business enterprises and 

organizations including Facebook and X (ex-Twitter), due to cyber attacks 

described below which have exploited vulnerability of Public API. According to 

“Cost of a Data Breach Report 2023” by IBM [12], data breach from Public API 

causes 10 times as much damage when compared with other data breach due to 

other security breach. 
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 During the period from June, 2021 to January, 2022, the attacker illegally 

obtained account information of X (ex-Twitter) by exploiting Zero-day 

vulnerability of Public API of X. The attacker entered mail address and 

telephone number of the target user to Public API of X and obtained ID of 

the user. Using the ID obtained, the attacker thieved 5.4 million of 

published account information (ID, name, user name, locational 

information, authentication status, telephone number, and mail address). 

The attacker sold the thieved account information in a hacking forum, 

then, after that disclosed them in free of charge [13]. 

 On February 15, 2024, an attacker logged into Facebook illegally due to 

defect of authentication of password reset process, and took over the 

account of user. Using Public API, the attacker requested password reset. 

The system in Facebook sent a 6 digits authentication code for password 

reset to the regular user via notice of Facebook. The system in Facebook 

requested to enter 6 digits authentication code for password reset but it 

did not specify the upper limit of number of trials. The attacker tried all the 

patterns from 000000 to 999999 then logged in illegally to reset the 

password, then took over the account. From the account taken over, 

personal information of the user leaked, then phishing attacks and other 

fraudulent practices were executed [14]. 

 

Recently, it was suspected that persons concerned of DeepSeek thieved a 

mass of data in relation to Generative AI from OpenAI by exploiting Public API. 

[15]。 As such, exploiting Public API enables thieving a mass of data over a short 

period of time, therefore the vulnerability of Public API is a significant threat to 

business enterprises. 

3.2. Vulnerability of Public API 
Vulnerabilities frequently seen in Public API are defects in relation to setting of 

authentication and approval Also as reported in OWASP API Security Top 10 [16], 

vulnerabilities in relation to authentication and approval are high on the list. For 

instance, the first ranking in the report is the vulnerability called Broken Object 

Level Authorization (BOLA). BOLA is vulnerability in which an attacker can run the 

request message illegally by faking the user identifier of own API request message 

to the user identifier of a regular user and sending the message, since approval 

setting of object level is missing when a request message is sent to API. In many 

data breach incidents in relation to Public API, this BOLA has been exploited. 

Here, we describe cyber attacks exploiting BOLA based on Fig.3-1. Once an 

account is authenticated and access to Public API is approved, a normal user, Mr. 

YYY obtains his own profile information by sending a request message to the 

Public API using own message ID “YYY”. Similarly, a normal user Mr. ZZZ uses 

his own message ID “ZZZ” and obtains own profile information. A malicious user 

XXX sends a request message using the message ID of the other person, “YYY” 

or “ZZZ” instead of own message ID “XXX” after authenticated, and can obtain 

the profile information of other persons illegally. 
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Fig.3-1: Example of cyber attack in which vulnerability of BOLA is 

exploited 

 

As such, since cyber attacks exploiting vulnerability of Public API just generate 

request messages and send to Public API automatically using a program, they 

are capable of executing large numbers of cyber attacks over a short period of 

time. In case of a cyber attack other than cyber attacks to Public API, for instance, 

an attacker attacks vulnerability of VPN equipment, and once she/he obtains ID 

and password enabling VPN connection, she/he enters inside of the network 

manually via VPN. Looking into the internal network, once the attacker finds the 

target AD server or database server for attacking, she/he logs in the server 

illegally through another cyber attack to thieve sensitive information, to run 

ransomware, etc. When compared with such cyber attack methods, cyber attacks 

to Public API require less manual operation. The feature also involves occurrence 

of serious damage in a short period, since it is possible to thieve a mass of 

sensitive information with a small amount of tasks. 

3.3. Security measures for Public API 
Service providers of Public API take security measures so that it is avoided that 

vulnerability is generated within Public API during the development of the system. 

An approach, “Secure by Design” which considers security at the design stage of 

a system and an application to prevent vulnerability beforehand are security 

measures against generation of vulnerability We introduce strategic practices for 

security measures to reinforce API which system developers and organizations 

can adopt, as follows [17] [18]: 

 

⚫ Implementation of authentication and approval: 

When Multi-factor Authentication (MFA), OAuth 2.0, or authentication 

method by means of API key is used, it is necessary that respective 

schemes are comprehended to design and implement in a safe way. 

Setting must be conducted such as scope for setting authentication, 

detailed access permission setting based on Role-based Access Control 

(RBAC), and setting of valid terms for access token 

⚫ Runtime protection: 

A series of security measures to protect running API in real time. It verifies 

data received at API strictly and prevents attacks such as SQL injection 

and Cross-site Scripting (XSS). It conducts restriction of the number of 

requests to API and verification of tokens. It monitors API in real time and 

detects suspicious access, abnormal patterns, and abnormal behaviors 

and responds to them. It monitors attack patterns from attackers and 

blocks abnormal requests 

⚫ Security tests: 

Security tests are conducted in the earlier stages of a development 

process, to identify vulnerabilities of API and respond to it. Security tests 
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are integrated into CI/CD pipeline 

⚫ Security posture management: 

The vulnerability hidden behind the setting of Public API or its 

implementation should be assessed and amended 

⚫ Cataloging of APIs and document control: 

Inventory of all the APIs must be prepared and maintained to control APIs 

efficiently. Detailed API documents must be prepared and controlled 

⚫ API governance and API security: 

Policies of API governance and API security must be developed and the 

design, implementation, and deployment operation of the API must be 

controlled. Necessary elements for the above mentioned security 

measures for API must be added to the policy, including policy for design 

and implementation of APIs, policy for security measures, security tests, 

security posture management, and API catalog 

 

Security engineers familiar with secure design and secure coding must join in 

the upstream process of design and development phase, to make sure of 

implementing the strategic practices of the above mentioned security measures, 

being conscious of security measures from the early stage of API development. 

In addition, to prevent generating vulnerability into API beforehand, Shift Left 

security strategy must be adopted proactively. When a vulnerability is found, the 

cause and timing that the vulnerability was generated must be identified, to take 

measures against the generation of vulnerability, in the upstream process. 

Nevertheless, even using Secure by Design, it is still difficult to completely 

eliminate vulnerability. In the actual development sites, not only generating 

vulnerability by mistake, but also issues which are substantial, such as involving 

“Zombie API” which is no more required and must actually be deleted but forgotten 

and left, or “Shadow API” developed to streamline development and operation 

though it breaks the rule. It is not possible to solve issues such as Zombie API 

and Shadow API just by means of API governance and API security. Executing 

API discovery enables to identify APIs that the business enterprise possesses and 

then catalog them; thus, it is possible to identify Zombie API and Shadow API. 

Another method is also available to reinforce API security by introducing 

advanced tools and solutions. Specifically, API gateways and API platforms. API 

gateway unifies management of accesses to API and executes authentication, 

rate limit, and record of logs of request, and so on [19]. API platform is a foundation 

to publish and manage APIs for business enterprises and organizations which 

provide APIs. It also offers security functions for protection of API, including 

authentication using API keys and tokens, and IP filtering. It is a useful tool that 

business enterprises and organizations which provide APIs can streamline 

publishing and management of APIs, while developers using APIs can search 

APIs [20]. 

3.4. Summary 
In this article, we explained the threats associated with the growing use of 

Public APIs and the security measures that service providers of Public API are 

required. Specifically, we introduced examples in which vulnerabilities of APIs in 

X and Facebook were exploited in environments where cyber attacks were 

increasing, such as unauthorized accesses, injection attacks, DDoS attacks, and 

exploit of API. Particularly, in Public API, improper configurations with regard to 

authentication and approval occur frequently, where vulnerabilities such as 

Broken Object Level Authorization (BOLA) are exploited and a volume of 

information is leaking. 

As such, we proposed to employ the Secure by Design approach so that 

security was integrated from the initial stage of development. Also, we 

recommended security measures including Implementation of 

authentication/approval and runtime protection, development of policies for API 

governance and API security, as well as proactive Shift Left security strategy. 

Nevertheless, we still have issues even Secure by Design is not capable of 

solving. To solve such issues, introduction of API discovery, application of 

automated security tools, and reinforcement of security training are required. 

Efforts are desired to prevent generation of vulnerabilities beforehand, by 

reinforcing security training to developers and operation members and 

consciously enhancing security. When these policies are adopted and security for 

Public API is reinforced, it is possible to provide safer Public APIs.  
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4. Vulnerability “Improvement of 

Vulnerability triage approach 

using SSVC” 

Naoki Murata, NTTDATA-CERT, Information Security Office, NTT DATA 
Group 

 
Due to sophistication of cyber attacks and complication of system environments, 

vulnerability management is now a significant action assigned to ensure security 
of organizations. Along with increased number of published vulnerability 
information, organizations are required to introduce efficient and adequate 
vulnerability management methods. In this writing, we pick up frameworks in 
relation to priority assessment for response to vulnerabilities, called SSVC 
(Stakeholder-Specific Vulnerability Categorization). SSVC is also leveraged in the 
Cybersecurity and Infrastructure Security Agency (CISA) of the United States 
Department of Homeland Security (DHS), and will potentially be the standard of 
vulnerability triage in future. For members dealing with vulnerabilities of each 
system to which vulnerability triage approach is introduced, it may be valuable 
sometime in the future to deepen the understanding of SSVC from the current 
stage. Citing this framework as an example, we dig into the challenges we faced 
at the time we discussed our management policy for vulnerabilities in the internal 
project as well as considering them, and sort out the points to study when 
assessing priority of response to vulnerabilities. 

 

4.1. Increase in the volume of vulnerability 
information and its impact 

Recently, the number of vulnerability information disclosures has been 
increasing, and as a result, the study of methods to manage large amounts of 
vulnerability information has become an important issue. [21]. On the background 
of such action assignments, the system environments are getting more complex 

along with advancement of technologies, and cyber attack methods are becoming 
more diversified. Owing to an increase in number of vulnerability information 
published, challenges occur for persons in charge of vulnerability response for 
each system. If the person in charge is not an expert in the security field, or is too 
busy with their daily work to devote sufficient resources to vulnerability 
management, it may be difficult to properly determine the priority of vulnerability 
response, and vulnerability response may end up being put off. Such cases are 
not exceptional even among the projects of our company. So that projects at site 
can actually implement vulnerability management, the operation flow must be 
such that anyone even without expert knowledge can deal with it efficiently. 

In this writing, we introduce an example where we introduced a method to a 
project, to assess priority of countermeasures based on vulnerability information, 
applying a framework called SSVC (Stakeholder-Specific Vulnerability 
Categorization). SSVC is a method which uses a decision tree to enable 
judgement for priority of responses to vulnerabilities mechanically. When the 
structure of a decision tree of SSVC is comprehended, identification of the point 
at which determination of priority was failed, as well as amendment of it will be 
easier. Leveraging this SSVC, we sorted out the steps to assess priority for 
responses based on vulnerability information. In the process, we faced several 
challenges, as such, here, we explain the way to use and the point of view of 
SSVC which we sorted out at those times. 

 

4.2. Improvement of steps to assess 
vulnerability 

4.2.1. Problems of Common Vulnerability Scoring 
System (CVSS) 

In a project within our company, to sort out the criteria of triage for vulnerabilities, 
we applied a framework called SSVC (Stakeholder-Specific Vulnerability 
Categorization) [22] [23]. The conventional system for assessment of seriousness 
of vulnerability, CVSS (Common Vulnerability Scoring System) [24] contains 3 
issues. 
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1. From the CVSS score, the method to respond to the vulnerability is not 
known: 
Although it is possible to output CVSS score which indicates seriousness 
of the vulnerability, the person in charge of responding to vulnerability 
cannot decide specific responding policy from these values. From CVSS 
score (seriousness), CVSS does not suggest any specific policy such as 
time limit for responding to vulnerability, or easy-to-understand 
countermeasures. 

2. The calculation method is complicated and correction or amendment of 
CVSS scores is difficult: 
Since calculating the formula of CVSS is complicated, it is not possible to 
understand the relationship between vulnerability assessment items and 
CVSS scores. Consequently, correction or amendment of CVSS scores is 
difficult: Still, it also relates to the 1st point, for instance, when a conversion 
table is defined between CVSS scores and the time limit for responding to 
vulnerability, it is possible to determine the time limit for responding to 
vulnerability from the CVSS score. Using the table, it is possible to 
determine, “Since vulnerability assessment items AV: N and PR: N are xxxx, 
CVSS score is 10.0. Consequently, a response to vulnerability within is 
required12 hours.” However, the person in charge of vulnerability 
management cannot understand the structure which determines that the 
time limit for responding is 12 hours at the maximum, based on 
vulnerability assessment items, such as AV and PR. When it is considered 
intuitively that the result, 12 hours at the maximum, is not adequate, 
identifying incorrect vulnerability assessment item such as AV and PR and 
amending such values are no easy matters. 

3. Reevaluation based on the current evaluation standards and 
environmental evaluation standards is difficult: 
As for CVSS scores for current assessment standards, at a change of the 
result of verification on the actual system for existence of damage due to 
vulnerability, or a change of epidemic situation of cyber attacks aiming at 
vulnerabilities, it is necessary to collect such information and re-calculate 
it. As for CVSS scores for environmental evaluation standards, when the 
condition of the system in relation to vulnerability changes, such as change 
in system environment characteristics, it is necessary to collect such 
information and re-calculate it. The information that must be collected to 
recalculate the CVSS scores for these two metrics may not be readily 

available or may be tedious and time-consuming. 
 

4.2.2. Solution of problems by applying SSVC 
Applying SSVC, it is possible to solve these 3 issues of CVSS. SSVC is a 

framework capable to determine the priority of vulnerabilities and responding 
policy per respective stakeholders responding to vulnerabilities such as vendors 
supplying patches and users applying patches. SSVC uses a decision tree (refer 
to Fig.4-1) to assess factors such as effect of vulnerabilities and mitigation 
measures, then indicates 4 grades of priority for response, i.e., “Defer (no 
response)”, “Scheduled (periodic response)”, “Out-of-cycle (rapid response)”, and 
“Immediate (emergency response)”. Fig.4-1 is the decision tree, “Deployer Tree” 
which is used by the organizations and system administrators conducting 
installation, setting, operation, and maintenance of software and systems. The 
person in charge of responding to the vulnerability of respective stakeholders can 
understand the process for determination of priority to respond to vulnerabilities 
visually and logically, when she/he sees the decision tree. [25],  [26]. 

 

 

Fig.4-1: Decision tree of SSVC v2.1 Deployer Tree (only 
Exploitation=PoC branches are extracted) [22] 
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The 1st point “From the CVSS score, the method to respond to the vulnerability 
is not known:” is solved when SSVC is used. SSVC uses a decision tree and 
outputs priority to respond to vulnerabilities, but not the value of seriousness of 
vulnerabilities. Priority to respond to vulnerability of SSVC is in 4 grades, 
“Immediate”, “Out-of-cycle”, “Scheduled”, and “Defer”, from higher priority. The 
priority to respond to vulnerabilities in 4 grades is described below: When the 
person in charge of responding to vulnerabilities of each system deals with 
vulnerabilities based on the priority determined in SVCC, she/he can solve the 
issue. 

Table 4-1: Priority in responding to vulnerabilities 

No. 
Priority in 
responding to 
vulnerabilities 

Description 

1 Defer No response at this moment 

2 Scheduled 
Response during periodic maintenance 
work 

3 Out-of-cycle 
Mitigation measures or correction 
measures are applied rapidly 

4 Immediate 
Correction measures are applied as 
immediately as possible. Normal operation 
may be interrupted when necessary 

 

The 2nd point “Calculation method is complicated and correction or amendment 

of CVSS scores is difficult”: is solved thanks to the characteristics of SSVC that 

process of introduction of the decision tree is clearly specified. Understanding the 

structure of a decision tree makes it possible to check, identify and correct 

mistakes. 

The 3rd point “Reevaluation based on the current evaluation standards and 

environmental evaluation standards is difficult”: is solved when the decision tree 

is used, similarly to the 2nd point. The decision tree of SVCC contains items 

indicating network connection status of the system. In case that the connection 

status of network changes, it is possible to determine priority to respond to 

vulnerabilities by just revising the elements from the decision point which is the 

branch point for the section of the decision tree using the item, without the 

necessity of a complicated re-calculation. 

 

4.2.3. Method to determine 2 decision points 
From here forward, we explain the method to determine 2 of the 4 decision 

points of SSVC (refer to Table4-2), Exposure and Human Impact, using specific 

examples. 

Table4-2: Decision point of SSVC v2.1) [22] 

Decision points Description 

Exploitation Assesses situation of exploiting of vulnerabilities (or 

potential exploiting) 

Exposure Assesses degree of external exposure of the system 

Automatable Assesses whether automation of attacking is possible or 

not 

Human Impact Combines Situated Safety Impact and Mission Impact 

then assesses them 
 

Situated Safety 

Impact 

Assesses physical safety and health risk 

Mission Impact Assesses impact on important business processes and 

missions 

 

 Examples of a system used for description 

Examples of a system used for description here include 2 cases. Case 1 is a 

system built up on a public cloud as shown in Fig.4-2 which consists of 2 

environments, production and verification. Case 2 is a system built up on on-

premise foundation. 
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Fig.4-2: Case 1 System on public cloud (outline) 
 

Fig.4-3: Case 2 System on on-promise foundation (outline) 
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 Method to determine Exposure of SSVC 

Exposure indicates the degree of difficulty for accessing from Internet online to 

servers and network equipment or software involving vulnerability (refer to 

Table4-3). The degree includes “Open”, when direct access from Internet is 

allowed, “Controlled” when direct access from Internet is not allowed except when 

access is controlled using a firewall and such, and “Small” which exists in the 

closed area isolated from Internet. 

In the system on public cloud as shown in Fig.4-2, load balancers and Web 

servers placed on the public subnets are determined as “Open”. AP servers/Web 

applications and database placed on private subnets are determined as 

“Controlled”. 

In the system on on-premise foundation as shown in Fig.4-3, web servers and 

network equipment placed on DMZ are determined as “Open” since these are 

accessible directly from Internet, and other servers in internal segments are 

determined as “Controlled” since access control is enabled by means of a Firewall, 

etc. The easier the access to servers and network equipment or software involving 

vulnerabilities from Internet is for attackers, the higher the risk is, therefore, the 

priority to respond to vulnerabilities is also higher. 

Table4-3: Assessment value of Exposure [22] 

No. Assessment 

value 
Description 

1 Open 
Networks for which restriction or control of Internet 

or access is potentially disabled 

2 Controlled 
Networks for which access restriction or mitigation 

measures are implemented 

3 Small 
Closed area environment with no input from or 

output to Internet 

 

 Method to determine the Human Impact of SSVC 

The Human Impact is expressed as a result of multiplication of “Situated Safety 

Impact” which shows impact on safety when vulnerabilities are exploited, by 

“Mission Impact”, the impact on the mission of organization, as shown in Table4-2. 

 

(i) Situated Safety Impact： 

Situated Safety Impact assesses the impact that vulnerabilities give to 4 “Harm 

Categories”, i.e., “Physical Harm”, “Environment Harm”, “Psychological Harm” 

and “Financial Harm” in 5 grades, as shown in Table4-4. The assessment value 

of the largest impact among these 4 Harm Categories is applied as Situated 

Safety Impact. For instance, when a vulnerability lies in a life-threatening system 

such as for hospitals and aviation, the impact of Physical Harm is apt to be the 

largest, thus its assessment value of this Physical Harm is adopted in many cases. 

In the case of a system for basic infrastructure such as electricity or running water, 

the impact of the environment is large, thus the assessment value is adopted in 

many cases. 

Table4-4: Harm categories and assessment value of Situated Safety 

Impact [22] 

Harm categories 

(Harm Categories) 
Description Assessment value 

Physical Harm 
Physical impact on system 

users 

1. None 

2. Minor 

3. Major 

4. Hazardous 

5. Catastrophic 

Environment 

Impact on the external 

environment including risks 

in relation to natural 

environment and public 

health 

Financial 
Financial loss of 

stakeholders 
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Psychological 
Psychological harm to 

stakeholders 

 

(ii) Mission Impact： 

Mission Impact accesses the impact of vulnerabilities on a mission of 

organization, as shown in Table4-5. Degree of impact that vulnerabilities give on 

functions necessary to achieve a mission is assessed in 4 grades as listed in 

Table4-5. 

Table4-5: Assessment value of Mission Impact [22] 

No. 
Assessment 

value 
Description 

1 
None, 

Degraded 

Almost no impact. Degradation of non-

mandatory functions may potentially 

damage essential functions eventually 

2 Crippled 
Activities to directly support essential 

functions fail to function properly 

3 MEF Failure 

Any of the functions indispensable for 

missions exceeds tolerable range and fails 

to function over a long period of time. 

4 
Mission 

Failure 

Mandatory functions of more than one or all 

of the missions fail 

 

Once the assessment values of Situated Safety Impact and Mission Impact are 

fixed, the assessment value of Human Impact is determined based on the 

combination. The determination logic to fix the assessment value of Human 

Impact based on combination of respective assessment values of Situated Safety 

Impact and Mission Impact must be prepared beforehand. For instance, in case 

where the Situated Safety Impact is “Major” and Mission Impact is “Mission 

Failure”, it must be determined that the impact which vulnerabilities have on 

human and environment is extremely large, thus the assessment value of the 

Human Impact is determined as “Very High” [27]. 

Table4-6: Assessment value of Human Impact [22] 

No. 
Situated 

Safety Impact 

Mission Impact Human 

Impact 
Description 

1 
None/Minor None/Degraded/ 

Clippled 
Low Almost no impact 

2 

None/Minor MEF Failure 

Medium 

No impact on 

mission-critical 

tasks 
Major None/Degraded/ 

Clippled 

3 

Major MEF Failure 

High 

A prolonged impact 

is given on one of 

the mission-critical 

tasks 

Hazardous None/Degraded/Clip

pled/MEF Failure 

4 

None/Minor/Major/ 

Hazardous 

Mission Failure 

Very 

High 

More than one 

mission-critical 

tasks stops 

resulting in that 

mission-critical 

tasks are disabled 

to continue and 

unrecoverable 

Catastrophic None/Degraded/Clip

pled/MEF Failure/ 

Mission Failure 
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4.3. Optimization of vulnerability 

assessment procedure 

4.3.1. Action assignments after the introduction of 

SSVC 
In a particular project, when this SSVC was applied as is and the procedure to 

response to vulnerabilities was sorted out, action assignments described below 

emerged: 

When compared with CVSS, the vulnerability assessment flow of SSVC is 

simpler and easier to understand, nevertheless, for SVCC, some indefinite part 

still remains in the definition of assessment standard depending on the system 

characteristics. If this ambiguity cannot be addressed, there is a risk that the 

decision points at which the decision tree branches will be judged incorrectly, 

resulting in incorrect priorities being determined. 

Then, to determine priority to respond to vulnerabilities, the person in charge of 

responding to vulnerabilities has to check the status of network connection per 

each server, search past occurrences of cyber attacks exploiting vulnerabilities, 

and so on. However, in case that the number of servers is large, the person in 

charge of responding to vulnerabilities alone does not have enough time to check 

all the servers. For instance, as for the vulnerability of regreSSHion [28] occurred 

in the 2nd quarter of 2024, more than one server within the system were impacted. 

The person in charge of responding to vulnerabilities has to search past 

occurrences of cyber attacks exploiting vulnerabilities. Nevertheless, there may 

be a case where the person in charge of responding to vulnerabilities does not 

know the way to collect information on the situation of exploiting of vulnerabilities. 

Examples of action assignments which affect priority in responding to 

vulnerabilities of SSVC are as follows: 

1. It was failed to define the scope and impact on business of target systems 

for assessment 

2. The person in charge of responding to vulnerabilities has no time to check 

all the servers alone. 

3. It is difficult to obtain external information on situations of exploiting of 

vulnerabilities, and such 

 

4.3.2. Detailed examination of assessment targets 

and solution of action assignments 
We describe the way to solve the issue of Action assignment 2, “The person in 

charge of responding to vulnerabilities cannot check the servers alone”, 

particularizing the assessment methods for Exposure and Mission Impact. 

 

 Solution of the action assignments by particularizing Exposure 

If the person in charge of responding to vulnerabilities cannot check all or more 

than one server alone, we recommend a way that more than one server, network 

equipment and software are grouped so that priority in responding to 

vulnerabilities is determined per each group. 

Since SSVC is a flexible framework, it is allowed to determine the scope of 

application of Exposure freely. As shown in Fig.4-2 and Fig.4-3, assessment 

targets are grouped beforehand per degree of difficulty for accessing, depending 

on communication protocols from Internet online to servers and network 

equipment or software, etc. Preferentially, from the group that the assessment 

value of Exposure with higher risk for exploiting vulnerabilities is Open, priority in 

responding to vulnerabilities is determined using a decision tree. If it is desirable 

to determine priority in responding to vulnerabilities per a unit of servers and 

network equipment or software, priority in responding to vulnerabilities must be 

determined once again per unit of servers and network equipment or software 

using a decision tree, in the order beginning from the group with higher priority in 

responding to vulnerabilities. 

 

 Solution of the action assignments by particularizing Mission Impact of 

Human Impact 

The action assignment 1, “It has failed to define the scope and impact on 
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business of target systems for assessment” can be solved by particularizing 

Mission Impact of Human Impact”, in addition to Exposure. Mission Impact may 

vary depending on servers and network equipment configuring the system. For 

instance, the assessment values of Mission Impact are different between 

production environment and verification environment. The impact would be larger 

in the production environment, since it could lead to many of users being disabled 

from using the system when the service is interrupted due to vulnerability. Even 

as for servers and software configuring the production environment, the 

assessment values of Mission Impact vary between the segment applicable to 

implementation of the function requirement of the system and the segment 

applicable to the non-function requirement. For instance, log management 

servers and operation monitoring servers are applicable to non-functional 

requirement, as such direct impact on the main function of the system is nothing 

serious even if these are affected by vulnerability. Consequently, the assessment 

value of Mission Impact is None or Degraded. 

When Mission Impact has been assessed beforehand per unit of servers and 

network equipment or unit of software and program, there is no occasion that the 

action assignment 1 causes a problem. Even in case where it was failed to 

prepare the assessment value of Mission Impact beforehand, when Mission 

Impact is assessed in order from the group with higher priority in responding to 

vulnerabilities of Exposure, it is possible to determine priority in responding to 

vulnerabilities in order from the segment with the higher risks. 

 

4.4. Summary 

When vulnerabilities are assessed using SSVC, it is possible to determine 4 

grades priority in responding to vulnerabilities. However, there may be a case that 

it is not possible to carry out sufficient assessment due to lack of information on 

situations of exploiting vulnerabilities. Otherwise, there may be a case that it is 

not possible to determine priority in responding to vulnerability of all the devices 

because of a large number of servers and network equipment or software in the 

system. In such cases, it is possible to streamline the task to determine the priority 

if the method to assess Exposure and Mission Impact is particularized such that 

servers and network equipment or software are grouped depending on the 

condition of access control of the network, or Mission Impact is assessed 

individually. 

Particularly, in accordance with rapidly evolving AI technologies, it is becoming 

more common that attack codes and attack tools exploiting vulnerability are 

developed in shorter cycles, once vulnerability is published. In such a situation, 

swiftness of response to vulnerability is more important. As such, when servers, 

network equipment, and software in relation to Exposure and Mission Impact are 

grouped and assessment values are prepared beforehand as specified in this 

article, and then priority for countermeasures against vulnerability is determined 

using SSVC, it is possible that fewer members deal with the task. Such 

particularization and preliminary preparation would be the key to enhance ability 

to respond to vulnerabilities. 
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5. Timeline 

Yuhei Terashi, NTTDATA-CERT, Information Security Office, NTT DATA Group 

Ryotaro Tanaka, NTTDATA-CERT, Information Security Office, NTT DATA Group 

 

In the category of [A] Vulnerability used in attacks in the 2nd quarter of 2024, 

what was distinguishing was the news that a cyber attack occurred only 22 

minutes after the announcement of PoC for vulnerability. Further, in categories 

other than vulnerability, relatively a lot of news on password list attacks were found. 

As for events in relation to AI also picked up in the Timeline in the 1st quarter of 

2024, there was news on increase of business email compromise by means of 

Generative AI. 
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Password list attack/Brute-force attack 
Topics on harms due to login spoofing and account hacking are increasing when 

compared to the past. In the examples of Golf Digest On-line and Hulu, introduced 

in [E] Unauthorized accesses, individual accounts were targeted. In the case 

example of FOUNDATION introduced in [G] Others, cyber attacks, etc., shared 

accounts used in business enterprises were targeted. 

As found in the questionnaire by IPA  [29], the ratio of users using less easily 

guessed passwords is high, 71.3% of PC users and 65.1% of smartphone users. 

Consequently, it is estimated that the ratio of occurrence of illegal log-in by Brute-

force attack due to password setting such that it is left as default or set to easily 

guessed passwords is decreasing. Nevertheless, the ratio of users who avoid 

sharing the same password for more than one services is lower when compared 

with above, 58.1% of PC users and 46.6% of smartphone users. That means, 

many users still share the password in more than one services, thus, it is 

supposed that the success rate of password list attacks exploiting ID and 

password exposed from a certain service is high. 

It is advisable that shared use of password is avoided and different passwords 

are set for different services. If it is troublesome to memorize passwords, it is 

recommended to use a password management tool. In addition, as a measure 

against the matter that a password is run through, use of Multi-factor 

authentication is effective. It is advisable that appropriate password setting is used 

to protect accounts from password list attacks and Brute-force attacks. 

Acceleration of Zero day attack 
As learned from Timeline [A] Vulnerability used in attacks, a lot of cyber attacks 

exploiting vulnerabilities of various products and services have occurred. In such 

a situation, Cloudflare has warned of increase of Zero day attack and shortened 

the developing time for weapons used for attacking published vulnerabilities (CVE 

- Common Vulnerabilities and Exposures) in its Application Security Report  [30]. 

Especially, in the case example of JetBrains TeamCity for vulnerability of 

authentication bypass (CVE-2024-27198), a cyber attack was recognized 22 

minutes after the announcement of the vulnerability. 

This speed is faster than the speed that WAF rule is manually established or a 

patch is generated and deployed. That means, the speed of prevention measure 

manually conducted is failing to catch the speed that cyber attacks come out with. 

Individual organizations are required to introduce methods capable to react to 

the speed of occurrence of such cyber attacks. For instance, it seems one of the 

measures is applying AI, just like Cloudflare is making an effort for. 

Harm from ransomware in consignee 
Many cases have occurred when harms from ransomware occurred in 

consignees and/or subsidiaries, then the consignor announced harms due to data 

breach. Particularly, many cases were observed when consignors suffered the 

impact of harms of ransomware infection occurred in ISETO CORPORATION and 

HIROKEI, which announced harms from personal information breach. 

The Independent administrative agency, Information-Technology Promotion 

Agency (IPA) also raised “Attacks exploiting deficit of supply chain” as the 2nd 

rank of the “10 Major Security Threats [For Organizations]  [1]2024”. 

Even though the security measures within the own organization are 

strengthened, when an organization which does not take appropriate measures 

is joining in the supply chain system, that organization suffers ransomware attack 

and harm spreads from thence. 

To prevent such harms, it is advisable to select consignees which have obtained 

international certification in relation to security measures such as ISO/IEC 27001. 

In addition, to be prepared for occurrence of harms due to ransomware attacks, it 

is also important that the extent of liability is clarified in the contract, as well as 

specifying the emergency contact process at the time of occurrence of incidents. 
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Growth of threats of business email compromise 

using Generative AI 
In recent years, along with popularization of Generative AI tools such as 

ChatGPT, cyber attacks, especially business email compromise (BEC) are 

spreading all over the world and fraud has been rapidly sophisticated. According 

to Proofpoint [30], BEC in Japan marked increase of 35% from a year earlier which 

was the largest increase ratio in the world, with multilingualization of Generative 

AI as a backdrop. Using multilingualization and grammatical accuracy of 

Generative AI and capabilities to generate messages focusing targets, attackers 

succeed to generate sophisticated texts in which unnatural syntax and typos 

typically found in fraudulent e-mail are almost completely eliminated. 

To prevent harms from BEC, it is advisable to introduce schemes to check the 

validity of the domain of senders’ mail addresses as well as falsification of mail 

texts, such as SPF, DKIM, and DMAC at the minimum. However, recent 

sophisticated BEC executes attack mails of BEC through mails not spoofing the 

domain of sender’s mail address to avoid from being excluded by means of mail 

security measures such as SPF. As such, not only schemes for mail security 

measures, but also periodical security education and training against BEC 

conventionally conducted to date are increasingly important now. The most recent 

patterns and tricks of BEC such as texts for instructions for urgent payment of 

expenses or urgent request for sensitive information should be shared so that 

employees can identify BEC and report that autonomously. 
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