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1. Executive Summary

This report is the result of survey and analysis by NTTDATA-CERT on global
trends from its own perspective based on cybersecurity-related information
collected in the relevant period.

New style My Number cards

The Japanese Government announced that My Number cards will be
revamped and new-style cards will be introduced in 2026. Due to the occurrence
of card counterfeiting cases, it has been discussed not to have the information
printed on the card surface and instead to record the content in the IC chip on
the My Number card. As a result of considering visual or image data-based
identity verification operations, however, it was decided to keep the address,
name, date of birth, and facial photo information.

While the penetration of the IC chip reading environment remains low, it is
likely a similar situation will continue. Therefore, attention is required in handling
the information at the visual verification sites.

Is multi-factor authentication sufficient? Recommending Passkey

Password-less authentication “Passkey” is a multi-factor authentication
system that can resolve the issues of conventional multi-factor authentication
and has the advantage of further enhancing both security and usability.

With increased support from major platforms, Passkey is increasingly
becoming a “new standard”. It is essential for organizations to adapt to this
change to maintain competitiveness. For this reason, organizations’ information
system personnel are recommended to actively evaluate and consider
implementing Passkey.
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Importance and effectiveness of information sharing in the event of a

security incident

In recent years, there has been increased movement toward requiring
information sharing in the event of a security incident in various countries. In
Japan, in contrast, information sharing in the event of a security incident has not
always been progressive.

In many cases, organizations that have suffered from cyberattacks tend to be
cautious about information disclosure, thinking that disclosure of detailed
information about the security incident would negatively affect their reputation. It
is considered desirable to appropriately share information, by utilizing the
“Guidance for Sharing and Publication of Information on Damage from
Cyberattacks”, to maximize the benefits of both the own organization and the
whole of society.

Continuing exploitation of serious vulnerabilities in Citrix products

The overview of “CVE-2023-3519”, a zero-day vulnerability in Citrix products,
attack methods and countermeasures, and actual incident response and
vulnerability response cases and the lessons learned in these cases are
provided here in an organized manner.

There is a recognition that zero-day vulnerabilities rarely occur, only in
irregular cases. It is found, however, there were many cases of zero-day
vulnerabilities and the damage they caused were announced in FY2023, and the
number is increasing. To protect the organization from damage from
cyberattacks, it is important to correctly understand zero-day vulnerabilities and
to make the necessary responses.

Future ransomware attack methods, considering the emergence of no-

ware ransom
Ransomware called “no-ware ransom” that does not encrypt files has
emerged.




With the increasing number of organizations that implement data backup
measures, etc., it is assumed that the number of cases of damage from
conventional ransomware attacks will level off, while it is assumed that the
number of no-ware ransom attacks that steal data will increase. In addition,
since technical support from criminal organizations becomes easier for reasons
such as decryption being not required, it is assumed that the supply of the RaaS
version of no-ware ransom will also increase, as will the damage from it.
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2. Featured Topic “new
style My Number cards”

Yuto Kihira, Cyber Security Department, NTT DATA Group

2.1. Changes in new style My Number
cards

The Japanese Government made a cabinet decision on the “Priority Plan for
Realizing a Digital Society” in June 2023 [1]. As part of the Plan, it was
announced that the current My Number cards which have been issued since
2016 will be revamped and new style cards will be introduced in 2026. Since the
expiration date of the current My Number cards is approximately 10 years until
the 10th birthday from the date of issuance, new style My Number cards will be
introduced to coincide with the deadline for renewal for those who began using
their My Number cards immediately after the cards were issued. With the aim of
considering the matters that contribute to the functional improvement of these
new style cards, the “Task Force for Next Personal Number Cards” was
established in September 2023 [2]. This Task Force decided on changes to the
next cards and published the interim summary in December 2023 [3].

Although the changes to the next My Number cards are wide-ranging, the
most beneficial change for users is to extend the expiration date of the electronic
certificates of the My Number cards from five to ten years. With the current My
Number cards, the expiration date of electronic certificates is five years while
that of the card itself is ten years. For this reason, users need to visit municipal
offices to renew electronic certificates when five years have passed since the
issuance, posing a burden on users. Therefore, by extending the expiration date
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of electronic certificates to approximately ten years, the same as that for the My
Number card, the renewal procedure required in the fifth year will no longer be
required, thereby reducing the burden on users.

In conjunction with this, the encryption method will also be reviewed. For RSA
2048bit used for the current My Number cards, the deadline for its use is set at
2030 in the e-Government Recommended Ciphers List (CRYPTREC) [4]. With
the next My Number cards, for which the expiration date of electronic certificates
will be approximately 10 years from the issuance, RSA 2048bit cannot continue
to be used as the deadline for its use will be exceeded. Therefore, for the public
key encryption method for the next My Number cards, ECDSA 256bit and
ECDSA 384bit will be adopted as robust public key encryption methods that can
be used until 2036.

In addition to these, the design and the information printed on the My Number
card surface will also be changed. Although the specific design has not been
published yet, the surface design is planned to be reviewed based on anti-
counterfeiting, universal design support, and consideration for people with visual
disabilities, etc. It has been announced that particular consideration will be given
to the ease of reading the text and attractive design, so the card will be one that
everyone will want to own. In addition, of the four basic pieces of information,
namely the address, name, gender, and date of birth, and the face photo printed
on the current My Number card surface, gender will be removed from the next
My Number card surface. Furthermore, the furigana for the name will be added,
and for those who have requested, the date of birth in the Western calendar
year and the name in English characters will be printed in the additional field.
Many changes other than the above will also be made to the next My Number
cards.

2.2. Occurrence of counterfeiting cases

During the period when the Task Force for Next Personal Number Cards




published the interim summary, there was another new My Number card-related
report of note. It was a news report covering the first arrest for My Number card
counterfeiting [5]. The suspect counterfeited My Number cards based on the
face photo, address, and other data sent from the suspect’s superior in China
and then sent them to men and women of Viethamese, Indonesian, and other
nationalities. The counterfeit My Number cards are assumed to have been used
as official identification cards for in-person identity verification when opening
bank accounts and signing mobile phone contracts. Those bank accounts and
mobile phones are assumed to be used for crimes such as phone fraud.

The counterfeit My Number cards were created with an IC chip embedded to
make them look like the real ones, but other various anti-counterfeiting and
alteration measures applied to the real My Number cards were not applied. As a
result, they were far from elaborate counterfeits. It is extremely difficult to
duplicate/counterfeit digital certificates stored in the IC chip. Therefore, the IC
chips were only for appearance and did not contain any information. For this
reason, the counterfeit My Number cards used in this case cannot be used to
impersonate a real individual to log in to the My Number portal or use e-tax to
submit electronic documents, which require authentication using the IC chip
embedded in the card. Such IC chip-based authentication uses two types of
electronic certificates stored in the IC chip, namely the electronic certificate for
user verification and that for the signature. The authentication method using
these electronic certificates is completely different from the currently most widely
used authentication based on ID and password. Duplicating/counterfeiting these
certificates stored in the IC chip is extremely difficult, and it is impossible to
break through authentication using these certificates with the counterfeit cards
used in this case, which counterfeited the card surface only.

However, My Number cards can be used as an identity verification document
with a face photo along with a driver's license or passport for in-person identity
verification in most cases. There are also operations in which identity verification
is performed by attaching a copy of the My Number card to a document and
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mailing it. In such cases, the information in the IC chip is not read and the
identity verification is based only on visual inspection of the card surface. In the
operations in which the information in the IC chip is used for identity verification,
counterfeiting is readily recognized. In the verification based on visual inspection
of the card surface only, in contrast, counterfeit determination relies solely on
visual information and there will be a risk of overlooking. If a bank teller
overlooks counterfeiting, a fake bank account can be opened and used for
criminal acts. To prevent such situations, strict identity verification is important.
Therefore, it is recommended to perform identity verification by not solely relying
on the human eye, but also using the information in the IC chip in combination.

2.3. Information printed on the card
surface

In the Task Force for Next Personal Number Cards [3], because of a risk of data
breach in the event of theft or loss, etc., it was discussed for the next My
Number cards not to have the basic four pieces of information and face photo
printed on the front side and the My Number on the back side, and instead to
record them in the IC chip equipped on the My Number card. As a result of
considering the fact that the environment for reading the data in the IC chip is
not available at all identity verification sites at present and that the operations of
identity verification by visual inspection of the card surface and copying of the
card surface are unlikely to go away anytime soon, however, it was decided to
continue to have the address, name, date of birth, and face photo printed on the
card surface. In addition, when the respective agencies have the owner of the
My Number card submit his/her My Number card, they will refer to the My
Number printed on the My Number card because the environment for reading
the data in the IC chip is also not yet available near at hand. In consideration of
this, it was also decided to continue to have the My Number information printed
on the back side as with the current cards. On the other hand, based on the




judgment that there are not many occasions when visual inspection of the
gender information is required in in-person identity verification, it was decided
not to have the gender information printed on the card surface and have that
information only recorded in the IC chip. As a result of determining the
information to be printed on the card surface with consideration given to the My
Number card usage status on site, for the next My Number card, the risk of data
breach and counterfeiting remains unchanged from the current ones. In addition,
with the information provision methods using the card surface of the My Number
card, it is difficult to select and submit only the required information, such as
name only or date of birth (age) only, from among the personal attribute
information. For this reason, those who submit their My Number cards and those
who receive them both have privacy concerns that unnecessary information may
be submitted/obtained.

2.4. Outlook for the next and subsequent
My Number cards

According to the interim summary published by the Task Force for Next
Personal Number Cards, My Number cards will continue to be improved in the
future. When considering the risk of personal data breach, the goal of My
Number cards should be not to have any personal information printed on the
card surface and to perform identity verification using the data in the IC chip.
Due to the reasons given above, however, for the next My Number cards, only
the gender information will be removed from the card’s surface. Considering the
above, to achieve the ideal form of the My Number cards, it is necessary to
lower the barriers to reading the IC chip of the My Number cards for both
business operators performing identity verification and users presenting identify
information.

To perform identity verification using the IC chip, business operators must
have a device to read the IC chip and a mechanism to verify the validity of the
content. They also need to review the operation of copying the card surface
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remaining on site. This cannot be achieved overnight. Therefore, to improve the
current situation as much as possible, the Government’s policy is to develop and
distribute for free an app that can read the basic four pieces of information,
including gender, and the My Number from the IC chip through smartphones,
etc. With this, it may be possible to convert company smartphones directly into
devices for reading the IC chip, eliminating the need for installing dedicated
equipment for reading and verifying the IC chip.

As for users, discussions are underway on the ways to reduce the burden of
identity authentication by using the IC chip. Reviewing the PIN code is one of
them. The current My Number cards contain four apps: JPKI app, basic resident
register app, card surface information verification app, and card surface
information entry assistance app, and different PIN codes can be set for each of
them. The same PIN code can be set for these apps excluding the JPKI app.
However, it is difficult for general users to enter the correct PIN code by
identifying the app to be used from among the four apps when prompted by the
service to read the IC chip and enter the PIN code. There is also an issue that
when a service uses multiple apps, it is necessary to enter the PIN code
corresponding to the respective apps, which can be a cumbersome operation. In
response to these issues, for the next My Number cards, discussions are
ongoing to integrate the PIN codes into two PIN codes, a 6- to 16-digit PIN code
for the signature and a 4-digit PIN code for other purposes, and not to require
the verification of the 4-digit PIN code when the verification of the PIN code for
the signature is successful. In addition, installation of the JPKI app on Android
smartphones has been achieved to date. iPhone support and installation of apps
other than the JPKI app will be promoted in the future, and discussions will be
made to achieve an authentication method with less user burden such as
biometric authentication, rather than PIN code-based authentication.

To achieve the ideal form of not having personal information printed on the
card surface, various efforts are being discussed as described above. It is
expected to take some time, however, until the IC chip reading environment




becomes available in all the identity verification sites. Discussions need to be
continued on the level of availability that can be deemed sufficient to remove the
personal information from the card surface and what efforts should be made in
the future. In addition, even with the level of availability becoming sufficiently
high, the matters to be considered are wide-ranging, including operations in
abnormal situations such as in the event of a disaster. Measures to address
these issues also need to be considered. At present, Japan is approaching the
ideal form of a digital society through various initiatives. Removal of personal
information from the My Number card surface is only one aspect of such
initiatives, but we hope that steady progress will be made to achieve it.
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3. Featured Topic “Is multi-
factor authentication
sufficient?
Recommending Passkey”

Hidehito Hodoyoshi, Cyber Security Department, NTT DATA Group

Password-less authentication “Passkey” addressed in the Quarterly Report on
Global Security Trends 3rd Quarter of 2022 is a type of multi-factor
authentication that can significantly enhance security and improve usability at
the same time. As projected in the Quarterly Report, it has been implemented in
more and more domestic services [5].

The steps and precautions for implementation while mentioning the situation
and basic concepts, etc., of the Passkey are presented here.

3.1. Environment for implementing
Passkey is ready

Implementation and prevalence of Passkey began in the second half of 2022
when it was supported by some platforms (Apple, Google). In 2023, Windows
also started supporting Passkey, making it available on major platforms.
Furthermore, password management services such as 1Password and
LastPass, etc., also supported Passkey, which allowed the use of Passkey in a
cross-platform environment. To allow users to log in easily and securely, many
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services, including Adobe, Amazon, Apple, CVSHealth, Dashlane, DocuSign,
Google, Mercari, NTT DOCOMO, and Nintendo, began providing Passkey [6].
Expanded support for Passkey by major platforms means that the adoption and
provision of Passkey will become even easier in the future.

Such development of Passkey has important implications for companies’
information system personnel. By adopting advanced security technologies such
as Passkey, companies can simplify the process for employees to log in to the
information system and improve safety.

3.2. Explanation on Passkey

3.2.1.Basic concept and operating principle of
Passkey

Passkey is a new password-less authentication method designed to provide
greater security and usability than conventional password-less authentication
methods. Passkey uses public key encryption technology and performs
authentication using two keys: a public key and a private key. Public keys are
registered with the information system, and private keys, which should be kept
confidential, are stored only on the users’ devices.

In the authentication process using Passkey, when a user enters an account
ID to log in to the information system, the information system sends an
authentication request to the device, such as a PC or smartphone, used by that
user. The device uses the private key to sign the request. The device then
returns the signed request to the information system, and the service provider
verifies the signature using the public key. If the verification of the signature
succeeds, it is proved that the user is the legitimate owner of the account and
the login to the system is therefore allowed.

An important point of Passkey is that the private key exists only on the user’s
device and is never sent outside the user’s device. This can prevent the risk of




password leakage resulting from users falling for phishing attacks. Therefore,
authentication security is enhanced significantly.

3.2.2. Characteristic 1: Robust security

Authentication using Passkey is an authentication method based on public
key encryption technology. Since the public key is stored only on the user’s
device and next sent outside that device, the risk of private key leakage is
extremely low. In the authentication process, the private key is used to sign a
request and the signature is verified by the service provider. This process
significantly reduces the risk of unauthorized access and data breach, thereby
providing robust security for companies and users.

3.2.3. Characteristic 2: Enhanced usability

Passkey provides a significant improvement in usability. In place of a
conventional password-based or complex multi-factor authentication process,
Passkey allows users to easily complete authentication using device biometrics
or PINs. This simple and intuitive approach speeds up the login process and
contributes to enhanced usability.

Multi-factor authentication can improve the strength of authentication, but in
return reduces usability during authentication. For instance, methods that
receive an authentication code via SMS or methods that use physical tokens
require additional time and effort in the authentication process for users. As
described above, multi-factor authentication has a tradeoff between usability and
security.

In contrast to multi-factor authentication, Passkey does not require additional
time and effort in the authentication process or additional security measures
such as physical tokens. Since authentication can be completed simply with
biometric authentication using the user’s device when accessing the information
system, usability can be improved significantly. As just described, Passkey is a
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new authentication method that significantly improves the usability of multi-factor
authentication.

3.2.4.Characteristic 3: Resistance to phishing
attacks

Passkey-based authentication has strong resistance to theft of authentication
information and attack methods that steal and exploit authentication information,
such as phishing, in particular.

The reason that Passkey is suitable for recent security environments resides
in its fundamental security structure.

First, it uses device biometrics in place of passwords to significantly reduce
the attack vector that attackers can use. Next, in this authentication method, the
authentication process is completed entirely within the device without requiring
the user to provide his/her private key information to the service provider,
making it difficult for attackers to steal authentication information via phishing
sites. Passkey stores private keys safely on the users’ devices and performs
authentication through public keys, thus making it difficult for attackers to steal
users’ authentication information. In addition, the Passkey-based authentication
process only authenticates requests from legitimate service providers and can
therefore effectively eliminate fake authentication requests.

As described above, Passkey has been a powerful tool to counter security
threats targeting authentication information such as phishing attacks in recent
years, and can be a key for companies to effectively achieve a balance between
security and usability.

3.2.5. Comparison between Passkey and multi-factor

authentication
There are some important differences between Passkey and multi-factor




authentication.

Multi-factor authentication performs authentication by combining multiple
authentication factors based on knowledge information such as passwords,
possession information such as devices, and biometric information such as
fingerprints for enhanced security. While there is only one authentication barrier
that attackers must overcome for authentication solely relying on passwords,
multi-factor authentication provides multiple barriers against unauthorized
access. Multi-factor authentication can improve the strength of authentication,
but in return reduces usability during authentication as it requires multiple
authentication operations from a user as shown as Issue (1) in Figure 3-1. In
other words, there is a tradeoff between usability and security. In addition, multi-
factor authentication has vulnerabilities shown as Issues (2) and (3) in Figure
3-1. For instance, attackers may be able to steal IDs, passwords, and other
information through phishing and password spray, etc., by targeting this
vulnerability. Attackers can break through authentication by swapping the SIM
for the attacker’s SIM using the IDs and passwords they stole.

In contrast to multi-factor authentication, Passkey does not require adding
authentication processes or additional devices such as physical tokens, and can
be completed simply with biometric authentication using the user’s device when
accessing the information system. Therefore, authentication can be done in a
single operation as shown as Solution (1) in Figure 3-1, thus significantly
improving the usability. Furthermore, as shown as Solutions (2) and (3) in Figure
3-1, Passkey performs authentication by sending the authentication result
without using authentication information such as the password, and uses robust
public key encryption technology to provide resistance to phishing and password
list attacks.

As just described, Passkey is a new authentication method that is safer and
provides more improved usability than multi-factor authentication. Figure 3-1 Comparison between multi-factor authentication and

Passkey
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3.3. Implementation and operation of
Passkey

3.3.1. Steps for implementation

Passkey can easily be implemented as many new systems, including as
online services, mobile applications, and cloud-based services, support FIDO
authentication. Passkey is a mechanism to provide authentication using user
devices, and is therefore suitable to be implemented in information systems
requiring personal authentication, including an OA environment and remote work
environment.

On the other hand, it cannot be implemented in information systems that do
not identify individuals during authentication or information systems in which a
single account is used by multiple users such as shared PCs. In addition, since
it requires a means to send an authentication request from the user’s device to
the information system, it is also not suitable to be implemented in information
systems that are not connected to the Internet.

Therefore, when implementing in the information system, the first step is to
evaluate the compatibility of Passkey with the current authentication system to
identify required system updates and changes for supporting Passkey. The next
step is to select the technology required for design and implementation with an
appropriate Passkey product vendor and formulate a Passkey implementation
plan that meets the system needs. In the implementation step, not only technical
matters, but also education and training for employees will be required. It is also
necessary to provide guidance to enable employees to understand the concepts
and how to use Passkey and be able to use Passkey safely. The last step is to
establish the policy and procedures to support Passkey operations and
implement appropriate security audit and reporting mechanisms.

3.3.2. Considerations during implementation and

© 2024 NTT DATA Group Corporation

10

operation

There are some considerations when implementing and operating Passkey.
3.3.2.1. Compatibility

If the devices used by users, such as PCs and smartphones, are not
standardized within the company, users can use a PC, smartphone, and
operating system of their preference. Therefore, the information system
personnel must consider the compatibility with all those devices and operation
systems, and secure knowledge and structure to broadly support various
devices and operating systems.

It is necessary to examine and compare benefits and costs, and if needed,
take measures to limit the types of PCs, smartphones, and other devices that
users use, etc.

3.3.2.2. Support

In Passkey-based authentication, the information required for authentication is
stored on the user’s device. Therefore, when compared to conventional
password-based authentication, the authentication recovery process may
become complex when the user’s device fails, is lost, or is replaced with a new
device. For this reason, the recovery process needs to be examined in detail.

3.3.2.3. Rules, etc.

Information systems using Passkey, including user devices, (but not
exclusively) must comply with laws and regulations concerning safety and
privacy of user data, security policies, privacy requirements, and industrial best
practices, etc. It is necessary to ensure that the highest priority is given to safety
and privacy of user data and that laws and regulations, etc., are strictly
observed.




3.4. Conclusion

Passkey is a new authentication method that plays an important role in the
recent security environment. The use of Passkey has advantages of resolving
the issues of multi-factor authentication and enhancing both security and
usability.

In addition, in recent years, attention has been drawn to incidents in which
attackers attack the target companies by hacking into their business partners or
group companies and impersonating users of those companies. In consideration
of such supply chain security risks, customers and parent companies are
requesting organizations in the supply chain to enhance their user authentication
security measures. Given this background, companies implementing Passkey in
their information systems means more than just adopting the latest
authentication methods. Implementing Passkey is a strategic decision to gain
customer trust and maintain competitiveness within the industry. Companies that
have implemented Passkey are realizing the benefits of adopting Passkey.

Passkey is also increasingly becoming a “new standard” with more and more
major platforms supporting it. It is essential for companies to adapt to this
change to maintain competitiveness. For this reason, information system
personnel are recommended to actively evaluate and consider implementing
Passkey.
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4. Data breach
“Importance and
effectiveness of
information sharing in the
event of a security
incident”

Reiko Tasugi / Akira Takeda
Cyber Security Department, NTT DATA Group
On August 4, 2023, three organizations, namely the National Center of
Incident Readiness and Strategy for Cybersecurity (hereinafter “NISC”),
Meteorological Agency, and Meteorological Research Institute, announced that a
part of email data containing personal information may have been leaked
outside due to unauthorized communication to email-related equipment. This
section presents the post-incident response to the above and provides an
opinion on whether an incident report is required.

4.1. Movement for sharing information on
security incidents in respective
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countries

In recent years, there has been increased movement toward requiring
information sharing in the event of a security incident in various countries.

In the U.S., the Securities and Exchange Commission (SEC) started applying
the cybersecurity disclosure rules to listed companies in the U.S. market in
December 2023 [7]. The cybersecurity disclosure rules require listed companies
to report important matters that affect the financial conditions and/or stock prices
using the report form “Form 8-K” within four days of discovering a security
incident and determining that the damage is significant.

In Europe, on the other hand, the European Cyber Resilience Act [8] is
currently being considered. This Act imposes various security measures on
products with digital elements. The manufacturers and developers are required
to report within 24 hours when a vulnerability is discovered or the occurrence of
a security incident is detected.

In Japan, starting from April 2022, it is required by the revised Act on the
Protection of Personal Information to report to the Personal Information
Protection Commission when a leakage of personal information, etc., occurs and
there is a risk of harm to the rights and interests of individuals [9]. On the other
hand, there is no obligation to report the occurrence of other security incidents,
but the “Matters to Be Addressed Promptly to Strengthen Japan’s Cybersecurity
[Urgent Recommendations]” [10] compiled by the Ministry of Internal Affairs and
Communications requires prompt information sharing on the security incident.

There are several reasons for recommending information sharing in the event
of a security incident. The first reason is ensuring the transparency of the status
of damage related to the incident for investors as required by the SEC’s
cybersecurity disclosure rules. The second reason is protection of victims and
public interests as required by the European Cyber Resilience Act and the
Ministry of Internal Affairs and Communications. In Japan, however, information
sharing in the event of a security incident has not always been progressive. The




post-incident response to the email data leakage incidents of the NISC,
Meteorological Agency, and Meteorological Research Institute is discussed here.

4.2. Email data leakage incidents of the
three organizations

(1)  Overview of the security incident of the NISC

On June 13, 2023, traces of unauthorized communication were found in the
NISC’s email-related system/equipment. To investigate the situation, NISC
promptly suspended the operations of the affected system. NISC then replaced
the email-related equipment and after confirming that there were no
abnormalities in other equipment, restarted the system concerned. Later, from
the results of the investigation by an external security-specialized agency, it was
discovered that a part of email data containing personal information received
from outside NISC during the period from early October 2022 to mid-June 2023
may have been leaked outside [11].

(2)  Overview of the security incidents of the Meteorological Agency and

Meteorological Research Institute

The Meteorological Agency and Meteorological Research Institute announced,
respectively, that there had been unauthorized communications to their email-
related equipment targeting zero-day vulnerabilities. The Meteorological Agency
and Meteorological Research Institute replaced all the equipment that received
unauthorized communications targeting vulnerabilities with equipment with
enhanced security measures. In addition to this, some other security measures
were also taken. Furthermore, from the results of the investigation, it was
discovered that some of the data from emails received by meteorological offices
nationwide, including the Meteorological Agency and Meteorological Research
Institute, during the period from early June 2022 to late May 2023 may have
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been leaked outside [12].

4.3. Discussion on whether sharing of
incident information is required

4.3.1. Information sharing and security/safety

In both cases, it was announced that the security incidents were caused by
vulnerabilities in certain email-related equipment [11] [12]. However, the NISC
and the Meteorological Agency and Meteorological Research Institute did not
disclose the detailed information on the security incidents, including the model
name of the equipment hit by cyberattacks and the vulnerabilities exploited. The
NISC explains that the reason for not disclosing the detailed information was for
security/safety purposes [13].

The Guidance for Sharing and Publication of Information on Damage from
Cyberattacks [14] describes how to handle the information on zero-day
vulnerabilities and how should the vulnerability information be handled when
there is a concern that its disclosure may cause secondary damage. The
Guidance describes that it is basically desirable to promptly share the threat
information, including information on vulnerabilities, etc. Except, however, that it
is desirable not to broadly share the information on possible misconfigurations in
software products in general, etc., as it may attract copycat crimes, etc.

In both of these cases, it was explained that “there had been unauthorized
communications targeting the vulnerabilities in the system not previously
identified by the manufacturer” [11] [12]. From this statement, both cases can be
considered not “cyberattacks targeting possible misconfigurations in software
products in general”, but “cyberattacks targeting certain products via zero-day
vulnerabilities”. Therefore, the non-disclosure policy taken by the three
organizations is against the Guidance for Sharing and Publication of Information




on Damage from Cyberattacks [14] and is considered inappropriate.
4.3.2. Why information sharing is necessary

Some readers may wonder why it is necessary to share information on
security incidents in the first place. Attackers have been developing more
complex and sophisticated cyberattack methods to bypass security measures. It
is difficult for an organization on its own to promptly identify and understand
such attackers and cyberattacks and quickly counter them. With multiple
organizations sharing the information on attackers, cyberattacks, and incidents,
it is possible to obtain information on attackers and cyberattacks that could not
be found by the organization on its own. This information can help identify the
cause and extent of damage, preventing damage from spreading, and taking
appropriate recurrence prevention measures in the event of a similar
cyberattack.

The examples of the method and activities of effectively responding to
incidents by sharing incident information are presented below.

The first example is the method aimed at maximizing the benefits of all the
security incident affected organizations. As cyberattack methods are becoming
more sophisticated these days, it is becoming increasingly difficult especially for
organizations that do not have specialized security departments within the
organization to establish a clear picture of the security incident on their own. If a
clear picture of the security incident cannot be established, appropriate incident
response, including estimation of the extent of damage, post-incident response,
and recurrence prevention measures, etc., cannot be performed. In such cases,
disclosing detailed security incident information held respectively by multiple
organizations that had suffered similar incidents can help all the victim
organizations establish a clear picture of the security incident using such
information. As a result, all the victim organizations will be able to perform
appropriate incident response.

The second example is the activities of the Information Sharing and Analysis
Center (hereinafter “ISAC”) in which organizations within the industry participate
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to share information and collaborate on security incidents. ISAC is a non-profit
organization originally established under a presidential decree in the U.S. In
ISAC, organizations get together by industry to share, analyze, and utilize
security-related information. In Japan, Financial ISAC, Transportation ISAC, and
Electricity ISAC already exist. Organizations within ISAC share information on
incidents that occurred in member organizations to develop security measures
to prevent similar incidents from occurring in the own organization and use the
information to help respond in the event of an incident.

4.3.3. Why there are organizations that do not share

information

JPCERT/CC made the following comment regarding non-disclosure of
incident information by the three organizations.

“(Omitted) Some have pointed out that no mention is made of vulnerabilities
that have been exploited, etc. JPCERT/CC believes that, regardless of the
industry the victim organizations belong to, taking the responses described in
the ‘Guidance for Sharing and Publication of Information on Damage from
Cyberattacks’, including disclosing the damage as well as sharing information
and collaborating with specialized agencies, will not only ensure that the incident
response of the victim organization is properly evaluated, but also resolve the
asymmetry of information necessary for all relevant parties, including other
victim organizations, to enable the country as a whole to address the attack
activity.” [15]

Contrary to the benefits of information sharing activities, however, the reality is
that there are organizations that do not disclose information. At present, in many
cases, organizations suffering cyberattacks tend to be cautious about
information disclosure, thinking that disclosure of detailed information about the
security incident would negatively affect their reputation. In addition, it is
considered difficult to determine, of the information on damage caused by
security incidents, which information should be shared, at what timing, and to




what extent. This is also believed to be a reason that smooth and effective
information sharing is not advancing.

4.3.4. Actual examples of sharing of security

incident information

The timing and extent of disclosing security incident information mentioned in
4.3.3 are described in detail in the “Guidance for Sharing and Publication of
Information on Damage from Cyberattacks” [14] referred to in the JPCERT/CC
comment. For instance, the following two information sharing policies are
presented.

1. After discovering the incident, technical information, in particular
indicator information (IP address of the unauthorized communication,
hash value of malware, etc.), shall be shared as soon as possible only
with relevant agencies in a private setting

2. After a certain amount of investigation has been done following the
discovery of the incident (typically, after the completion of the
investigation), the fact that an incident has occurred, details of damage,
post-incident response, etc., shall be presented in a public setting

The policy of sharing information “only with relevant agencies in a private
setting” in 1. above is consistent with the abovementioned method of activities of
ISAC. This allows disclosure of the information on the organization to relevant
agencies in a private setting without worrying about reputation through mass
media and SNSs, etc.

Not limited to ISAC, there are other cases of sharing security incident
information in a private setting. For instance, security incident response
practitioners from various industries also get together in the Working Group for
Incident Case Analysis of the Nippon CSIRT Association to regularly share
successful and failed cases of security incident response. The Chatham House
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rule used by this WG is also a mechanism for sharing information while
preventing reputational damage. The Chatham House rule allows every
participant of the meeting to take the information provided at the meeting back to
his/her organization and use it freely. However, information that identifies the
organization or person who is the source of the information cannot be taken.
Other than these, at the grassroots level, various organizations get together in a
private setting to share incident information.

At NTT DATA, when a vulnerability was discovered in the Android app
“MyPallete” that we publish, vulnerability handling, including early notification
and disclosure of vulnerability information, was performed as described below to
contribute to the prevention of damage from security incidents. First, as
described in 1. above, we immediately shared the vulnerability information and
the source code that fixes the vulnerability only with the vulnerability report
contact point of the IPA and relevant companies developing apps using
MyPallete. After the completion of fixes to apps of relevant companies, as
described in 2. above, we made an announcement about the vulnerability in
collaboration with JPCERT/CC and called for updating the version that fixed the
vulnerability.

4.4. Conclusion

When each organization is able to proactively and continuously share
information on security incidents, society as a whole will be able to respond
appropriately to security incidents. Organizations should utilize the “Guidance for
Sharing and Publication of Information on Damage from Cyberattacks” and
appropriately share information to maximize the benefits for both their
organization and the whole of society.




5. Vulnerabilities “Ongoing
serious vulnerability
exploitation in Citrix
products”

Omihiro Tajima
NTTDATA-CERT, Information Security Office, NTT DATA Group

There are many cyberattack methods, and the trend has changed over time.
During the explosive spread of the Internet in the 1980s, there was no firewall
and attackers could easily hack into the network within the organization from the
Internet. Firewalls came into existence in the 1990s, making it difficult to hack
into the network within the organization from the Internet. As a result,
cyberattacks targeting user’s operation errors such as targeted attacks spread.
Around 2010, cyberattacks targeting zero-day vulnerabilities have increased and
are now mainstream.

“CVE-2023-3519", a vulnerability in Citrix products that has caused a stir in
recent years and is still ongoing, has been subject to cyberattacks targeting
zero-day vulnerabilities. In October 2023, cyberattack campaigns that exploit
this vulnerability to remotely execute arbitrary code to obtain user credentials
took place around the world. The NTT DATA Group also suffered cyberattacks
targeting this vulnerability, but no damage was caused due to proper incident
response. However, NTTDATA-CERT had great difficulty responding to this
vulnerability. This report provides an overview of “CVE-2023-3519”, a
vulnerability in Citrix products, cyberattack methods targeting this vulnerability
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and countermeasures, and actual incident response and vulnerability response
cases and the lessons learned in these cases in an organized manner.

5.1. Vulnerability CVE-2023-3519

NetScaler ADC (formerly Citrix ADC) and NetScaler Gateway (formerly Citrix
Gateway) are appliance products used in network construction, and improve
performance, strength, and security of online applications. These products are
widely used around the world, and this vulnerability affected many companies.
The overview of the vulnerability “CVE-2023-3519” in Citrix products, attack
methods, and countermeasures are explained here.

5.1.1.Overview

The vulnerability “CVE-2023-3519” in Citrix products was disclosed on July
18, 2023. This vulnerability can be used to remotely execute arbitrary code on
NetScaler ADC and NetScaler Gateway of the versions shown in Table 5-1, and
has a CVSS severity score of 9.8.

Table 5-1: List of Citrix products affected by CVE-2023-3519 [16]

No. | Product name Affected version(s)

NetScaler ADC

1 Versi lier than 13.1-49.1
and NetScaler Gateway 13.1 ersions earlier than 13 3
NetScaler ADC

2 Versi lier than 13.0-91.1
and NetScaler Gateway 13.0 ersions earlier than 13 3
NetScaler ADC

EOL
and NetScaler Gateway 12.1 ©

NetScaler ADC 13.1-FIPS
NetScaler ADC 12.1-FIPS
NetScaler ADC 12.1-NDcPP

Versions earlier than 13.1-37.159
Versions earlier than 12.1-55.297
Versions earlier than 12.1-55.297

ol b~ W




If this vulnerability is exploited, arbitrary code may be executed remotely by a
third party without authentication. In fact, cyberattacks exploiting this
vulnerability have been confirmed at a certain number of companies, and there
is a risk that the damage could spread. Therefore, Citrix disclosed the
vulnerability information and patches.

5.1.2. Attack methods

The U.S. Cybersecurity and Infrastructure Security Agency (CISA) reported
that attackers actually exploited this zero-day vulnerability and attacked
NetScaler appliances of critical infrastructure organizations to successfully gain
unauthorized access [17]. The attack flow disclosed by the CISA was as follows
[18].

Ns.conf
WebShell I_

Malicious attacker "

@ white  Indexhtmi

Citrix Gateway
server

Figure 5-1: Attack flow (1) to (3) (preparation phase)

The attacker exploits CVE-2023-3519 and drops a PHP Web shell on a Citrix
device under attack (1). More specifically, the attacker exploits a memory
corruption vulnerability in the Citrix device to write a simple PHP Web shell on
that device. The attacker uses interactive access via the PHP Web shell to
obtain the content of the ns.conf file on the device (2). The attacker finds
encrypted passwords in the configuration files located in
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/flash/nsconfig/keys/updated/* and /nsconfig/ns.conf. These passwords can be
decrypted with the encryption keys stored on the NetScaler ADC. These keys
are used to decrypt Active Directory credentials from the configuration files.

The attacker then collects data, including username and password entered
into the form during user authentication, and prepares a JavaScript to be sent to
the attack target. The attacker uses the PHP Web shell to save the JavaScript
on the Citrix device and adds a code that refers to this JavaScript to “index.html”

(3).

e Please log on o
ID/PW

usernarme [N A External
password I s ML

Logon

} Java Script }
3

o

Credentials Credentials Credentials

Index.html

ik
B!

Telework user Malicious attacker

Figure 5-2: Attack flow (4) to (6) (information theft phase)

When a user enters a username and password when logging in (4), the
JavaScript starts, and steals that information (5) and sends it to the attacker (6).

5.1.3. Countermeasures

A countermeasure for this vulnerability is to install the updated versions of
NetScaler ADC and NetScaler Gateway with the vulnerability fixed. In addition,
permanent countermeasures recommended by CISA are to implement multi-
factor authentication in internal systems including NetScaler and establish
robust network segmentation to prevent the lateral spread of attackers who have
hacked into NetScaler appliances and other devices connected to the Internet
[171.




5.2. Response and lessons learned by
NTT DATA

The response to the Citrix vulnerability “CVE-2023-3519” at NTT DATA is
presented here.

5.2.1. Overview of vulnerability response
(1)  NTTDATA-CERT’s vulnerability response policy

The NTTDATA-CERT regularly collects vulnerability information, determines
the severity, and responds accordingly. As shown in Table 5-2, for vulnerabilities
of particularly high severity, the NTTDATA-CERT provides organizations and
projects with the information on vulnerabilities related to the systems they own
and provides instructions for response. The content of the response, including
the extent of dissemination, corrective actions, and reporting deadline, varies
according to the severity.

Table 5-2 NTTDATA-CERT’s vulnerability response policy by

severity

Severity | Response policy

0 No response (to be responded to by each project at its own

discretion)

0+ *  Post alerts the internal security blog

* Disseminate alerts on the corporate portal

1 * Response for the severity 0+ above

* |dentify organizations and systems affected by the vulnerability
using the inventory information DB

*  Request for vulnerability response by sending alert documents

to the relevant organizations

Response for the severity 0+ above
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* Request all internal organizations to investigate and answer
whether they are affected by the vulnerability

* Instruct the relevant organizations to correct the vulnerability

* Manage the investigation results and response status of all
organizations by the ticket management system

The severity of the vulnerability CVE-2023-3519 was 1. Therefore, in
accordance with Table 5-2, the NTTDATA-CERT implemented the following
vulnerability response procedures.

(a) Determine the severity of the vulnerability to be 1
(b) Identify systems affected by the vulnerability
(c) Implemented the following response for organizations and projects that
own the systems concerned
1) Provide the vulnerability information
2) Request them to investigate and answer whether the systems
concerned are affected by the vulnerability
3) Instruct them to apply patches and report the completion
(d) Manage the progress status of the systems concerned
1) Urge them to investigate and report whether they are affected by the
vulnerability
2) Urge them to report the completion of patch application
(e) Respond to inquiries about the vulnerability

(2)  Timeline of response to the vulnerability CVE-2023-3519

The response to the vulnerability CVE-2023-3519 implemented by the
NTTDATA-CERT is explained here using the timeline. The NTTDATA-CERT
obtained the information on CVE-2023-3519 immediately after the disclosure of
this vulnerability on July 19, 2023 JST (1). The NTTDATA-CERT then instructed
organizations and projects of three companies within the NTT DATA




Headquarters and the Group companies that own systems related to the
vulnerability to implement the above vulnerability response (2). Three days later,
on July 22, 2023, patches were applied to most systems and the vulnerability
response was completed (3).

However, this vulnerability in Citrix devices was a special case in which the
vulnerability was discovered to be a zero-day vulnerability sometime after the
disclosure of the vulnerability information (4). As shown in Figure 5-3,
cyberattacks exploiting this vulnerability in Citrix devices and the damage cause
by them had started one month before the disclosure of the vulnerability (0). The
NTTDATA-CERT learned that it was a zero-day vulnerability after most of the
vulnerability response was completed.

2023

A

19th

@ Disclosure of the vulnerability CVE-2023-3519
e Vulnerability response by the NTTDATA-CERT

22nd
A o Fixing the vulnerability was completed in most organizations
20th Disclosure of actual damage from zero-day

(It was discovered to be a zero-day vulnerability at this point)

25th
eAlert for vulnerability exploitation from
JPCERT

OActual damage from zero-day

Investigation of damage/fixes at specific
organizations

Figure 5-3: Timeline of response to the vulnerability in Citrix
devices

A zero-day vulnerability refers to a vulnerability exploited by cyberattacks that
have occurred prior to the provision of a patch to fix the vulnerability. There are
cases where by the time the vulnerability information is disclosed and the
vulnerability is known, cyberattacks have already been succeeded and the
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targeted systems have been breached. In such cases, simply applying the
patches to fix the vulnerability cannot eliminate attackers or malware already
hacked into the targeted systems. The basic procedures for responding to a
zero-day vulnerability is to conduct breach investigations and apply patches
based on the assumption that systems have already been breached by
cyberattacks.

In addition, the content of the above instructions for response given to
organizations and projects that own the systems concerned by the NTTDATA-
CERT (2) is different between zero-day vulnerabilities and other vulnerabilities.
For zero-day vulnerabilities, prompt investigation of breaches is also instructed,
and when a breach is discovered, incident response must be performed
immediately.

For CVE-2023-3519, since there was no information about zero-day
vulnerability at the time of disclosure of the vulnerability information, the
instructions to investigate system breaches was delayed. As a result, there was
a delay in discovering breaches and starting incident response.

5.2.2.Incident response to CVE-2023-3519

In some systems, patches were promptly applied as per the above
instructions for response given by the NTTDATA-CERT (Figure 5-3 (2)), but it
was later discovered that attackers had breached the systems. The incident
response in this case is explained below based on the timeline.

<August 25>
® It was discovered that the NetScaler Gateway server may have been
breached.
The organization concerned reported the incident to the NTTDATA-CERT.
© The organization contacted Citrix to learn how to investigate the breach, and
started investigation to determine whether there is a breach.




(a) Detected files showing traces of a breach using a breach investigation
tool.
(b) The security engineers within the organization investigated the
NetScaler Gateway and found a PHP Web shell file “xxxxx.php” installed
by the attacker (see Figure 5-1)
(c) Requested Citrix to analyze the detected files, and received a response
that those files showed evidence of a breach due to attacks
© Through coordination with system managers and the administrator, the
NetScaler Gateway server was disconnected from the network.
® Obtained logs of servers in the DMZ to which the attacker may have laterally
spread, and conducted a breach investigation. In addition, investigation of
traces of impersonation/data theft/leakage was conducted based on the
following damage scenarios.
(a) Case in which the Citrix Gateway server is used as a stepping stone to
further hack into adjacent servers and/or internal segments A and B
(b) Case in which remote access is used to further hack into the internal
segments as an authorized VPN user
<August 26>
® Performed restoration and version upgrade of the NetScaler Gateway server

© The system was restored and operations were resumed

In the investigation in ® above, it was confirmed that adjacent servers in the
DMZ that are in the same segment as the NetScaler Gateway server were not
breached by the attacker as they had enhanced security measures in place,
including login authentication and access restrictions.

It was also found that the attacker used the NetScaler Gateway server as a
stepping stone to attempt hacking into the internal segments. However, as
shown in Figure 5-4, the system concerned had a firewall established between
the DMZ segment and internal segments to restrict access, and therefore, the
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attacker was unable to communicate to the internal segments and failed to
attack servers and PCs in the internal segments.

In this incident, the NetScaler Gateway server was breached by exploiting a
vulnerability in Citrix products. With the DMZ segmentation and enhanced
security measures implemented on adjacent servers, however, the attacker was
unable to further breach other servers and segment from the NetScaler Gateway
server, and fortunately enough, the damage was limited to a breach of one
NetScaler Gateway server.

Malicious attacker Telework user

DMZ

NetScaler Gateway server

“xxxxx.php” file was
created on the NetScaler

Gateway server by the =
malicious attacker m " m R XXX servers

Internal segments

! !

Segment A Segment B

Figure 5-4: Structure of a system in which the incident occurred




5.2.3.What is important in vulnerability response

The cases of the said incident and the knowledge gained from the
vulnerability response are provided here in an organized manner.

As shown in Figure 5-3, this vulnerability was disclosed to be a zero-day
vulnerability three days after the disclosure of the initial information on the
vulnerability. If the vulnerability response has already been completed, many
organizations will hesitate to start over the vulnerability response. Even after the
completion of the vulnerability response, however, a breach investigation must
be conducted as promptly as possible when the vulnerability concerned is found
to be a zero-day vulnerability.

In addition, for all vulnerability responses in general, a vulnerability response
is often postponed due to insufficient project personnel and resulting busyness.
It is important for information security operation organizations such as CSIRT
and organizations/projects that own information systems to establish a system in
anticipation of the occurrence of a vulnerability response and prepare for the
vulnerability response flow. To be able to flexibly respond to vulnerabilities in
every situation, establishment of an adequate system is essential.

Another major issue is that, after establishing information systems, there are
many products that have not been updated. A need for urgent vulnerability
response may arise for products to which patches are not applied and which
have not been upgraded to latest versions, and attempting to apply patches to
them can cause various problems. For instance, there are no procedures to
apply patches, and system administrators are not sure how to obtain or apply
patches. In some cases, it is required to apply all previous patches or upgrades
before applying patches to fix the vulnerability. A need for vulnerability response
arises for any products. Therefore, regular updates during normal times are
important. The desirable frequency is at least once every year to once every
quarter.
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5.3. Conclusion

There are various cyberattack methods. Of which, those that cause the most
significant damage are cyberattacks targeting zero-day vulnerabilities. According
to the National Cyber Security Centre (NCSC), with a background that system
breaches using phishing attacks are becoming difficult with the advancement of
security measures in recent years and that finding zero-day vulnerabilities is not
so difficult, attackers seem to be starting to change their tactics to use the
methods of breaching systems by attacking zero-day vulnerabilities in network
products [19]. In recent years, attackers are constantly searching for zero-day
vulnerabilities in all the network devices connected to the Internet and seeking
attack opportunities.

This chapter presented the vulnerability response to “CVE-2023-3519", a
zero-day vulnerability in Citrix products, and the incident response involving it.
Many of the readers of this report may consider that zero-day vulnerabilities only
occur in irregular cases. The author of this chapter was one of them, too.
Looking back at FY2023 once again, however, we can see that the number of
zero-day vulnerabilities disclosed and the amount of damage caused were very
high and are increasing. To protect our organizations from cyberattacks, we
must change our thinking and understand that zero-day vulnerabilities are not
limited to irregular cases. To protect our company, it is important to correctly
understand zero-day vulnerabilities and not to miss the necessary responses.




6. Malware/ransomware
“Future ransomware
attack methods,
considering the
emergence of no-ware
ransom”

Naoki Shimatani, Cyber Security Department, NTT DATA Group
Ransomware attacks remain a threat across the world. However, the idea that
‘ransomware = encryption” may need to be revised. This is because
ransomware that does not encrypt files, called “no-ware ransom”, has appeared.
This section discusses what no-ware ransom is and how did it emerge, and
explains security measures against attacks using no-ware ransom and future
ransomware attack methods.

6.1. What is no-ware ransom?

The term “no-ware ransom” has been mentioned in “Threat Situation in
Cyberspace, etc., in the First Half of 2023” published by the National Police
Agency in September 2023 [20], and it is called “encryption-less ransomware’
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overseas.

The difference between no-ware ransom and ransomware is whether to
encrypt files. Ransomware encrypts files on infected computers. The attacker
who launched the ransomware attack demands a ransom in exchange for the
decryption of the encrypted files. In addition, ransomware steals files from the
infected computers. The attacker sometimes demands a ransom for not
disclosing those stolen files to the public. In contrast, no-ware ransom attacks do
not encrypt files, and a ransom is demanded for not disclosing the stolen files to
the public. In other words, it is a ransomware without the action to encrypt files,
and is an attack technique that uses file disclosures as a threat to demand a
ransom. It is not an entirely new attack that has emerged, but is a variant of a
ransomware attack.

6.2. History of ransomware attacks

The difference between the existing ransomware and no-ware ransom can be
readily understood. To understand the reason for the emergence of no-ware
ransom, it is necessary to understand the history of crimes using ransomware.
This subsection briefly looks back on the history of ransomware changes.

6.2.1.Early years

Malware that encrypts files and demands a ransom existed more than 30
years ago. The famous one is “AlDS Trojan”. It is also called “PC Cyborg
Trojan”. It emerged in 1989, encrypting the names of files on the infected
computers and demanding a ransom for decrypting them. It is quite different
from the current ransomware, including non-encryption of file data and infection
through floppy disks, but the concept of encrypting important files and
demanding a ransom is the origin of the current ransomware attacks.

But then why did it not become as prevalent as it is today. There could be a
variety of factors, but the fact that the attacker could not easily prepare a method
to conceal its identity and obtain the ransom could have been critical. In the




case of a bank transfer, the police can identify the sender and recipient.
Therefore, it was difficult for cybercriminals to conceal their identities.

6.2.2. Growing years

The situation changed in the 2010s with the emergence of cryptocurrencies
such as Bitcoin. In the case of cryptocurrencies, the address used for
transactions is not linked to personal information such as the name of the
person. For this reason, it is possible to track the transaction history of a specific
address, but the owner of the address cannot be identified because the
cryptocurrency system does not have personal information of the address
owner. The emergence of cryptocurrencies provided criminals with a method to
obtain the ransom without having their identities identified.

A ransomware that is famous for demanding a ransom in cryptocurrencies is
“CryptoLocker,” which emerged in 2013. Since the time when CryptoLocker went
on a rampage, various ransomware has emerged.

In addition, RaaS (Ransomware as a Service), which provides ransomware
attacks as a Web service, also emerged. It is a service that provides
ransomware, infrastructure, and tools necessary for conducting ransomware
attacks for a fee. This enables attackers to conduct ransomware attacks to the
target without having technological skills and funds to develop, maintain, and
operate ransomware and infrastructure used for attacks. In addition,
ransomware developers can earn money from other attackers as a fee for using
RaaS without conducting ransomware attacks themselves. As was just
described, an ecosystem for ransomware attacks has been established and as a
result, ransomware attacks became more active.

6.2.3. Diversified attack methods

While ransomware was on the rampage, companies at risk of being attacked
have also advanced their security measures. A representative security measure
is data backup. Even if data on the computer is encrypted by ransomware, the
data can be restored if a backup of the data is obtained in advance.
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Cybercriminals too have changed their attack methods. The ransomware
called “MAZE” started using double extortion schemes in which a ransom is
demanded by, in addition to encrypting files, threatening to disclose the stolen
information. Even if data has been backed up, they can still demand a ransom
by threatening to disclose the data.

As described above, ransomware developers have used various mechanisms
to change ransomware functions and attack methods.

6.3. Discussion on the reasons for the
emergence of no-ware ransom

Based on the history of ransomware changes, the reasons why no-ware
ransom emerged are discussed here. Discussions are mainly based on the
viewpoints of ransomware developers.

6.3.1. Measures against data encryption attacks

As of 2023, the rate of ransom payment for ransomware attacks is declining
worldwide [21].

The first reason is that even if data is encrypted as a result of ransomware
attacks, the data can be restored if the data is backed up. Therefore, many
companies now back up their data [20].

The second reason is that public agencies and security vendors publish tools
that can decrypt files encrypted by ransomware on their websites, such as the
website “No More Ransom” [22]. In many cases, public agencies such as FBI
investigates ransomware infrastructure to obtain and publish the decryption keys
[23]. By using these decryption tools and decryption keys, data can be restored
without paying a ransom to the attacker to receive the decryption key.

As just described, cases in which the victim organizations do not pay a
ransom are assumed to be increasing because even if they are victimized by
ransomware attacks and have their data encrypted, the data can be restored. In




the case of no-ware ransom, however, attackers can demand a ransom by
threatening the victims regardless of whether the data can be restored.
Attackers must have determined that demanding money using no-ware ransom
that only steals data is a more efficient mechanism to obtain money.

6.3.2. Easy to develop, maintain, and operate, and
quick to gain profit

Since no-ware ransom does not encrypt files, there is no need to implement
the encryption function implemented in ransomware. The encryption functions is
a major function of ransomware. No need to develop the encryption function of
ransomware means that person-hours required for developing infrastructure
related to the encryption function and the development costs, including
development personnel, can both be reduced. In addition, the development
period from the start of the ransomware development to the receipt of the
ransom or the fee for using RaaS after the attacks are started can also be
reduced accordingly. If the development period can be reduced, it is possible to
launch ransomware attacks by exploiting a new vulnerability before the target
companies take security measures for that vulnerability. In addition, since there
is also no need to manage keys used for encryption and decryption,
infrastructure operation can be easier.

6.3.3. Fatigue in technical support for decryption

If the victim organization fails to restore data after paying the ransom, the
reputation of the ransomware attack/attacking group will be damaged, and other
victims will become hesitant to pay the ransom to that ransomware
attack/attacking group. Therefore, the attacking group sometimes had to provide
support for the decryption problems of the victim organization.

In some cases, RaaS also provides technical support to the attackers after
purchase. Even attackers with low technical skills can conduct ransomware
attacks if they sign up for RaaS and use technical support. For attackers with
low technical skills, technical support is a great advantage.
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Attackers and Raa$S providers must deal with the problems of being able to
perform encryption or decryption properly, and there were cases where the
support burden is higher than expected [24]. It is assumed that such technical
support has been a significant burden on attackers and Raa$S providers. With
no-ware ransom, there will be no situation where encryption and decryption
cannot be performed, and therefore, technical support related to encryption and
decryption is not needed.

6.4. Speculation about future
ransomware attacks

Based on the above, changes to future ransomware attack methods are
discussed here.

First, it is assumed that no-ware ransom will become more prevalent. Since
many companies now back up their data [20], it is assumed that the damage
from conventional ransomware attacks that encrypt data will stabilize. However,
the threat of ransomware attacks will continue to exist, and, in place of
ransomware attacks that encrypt data, it is assumed that no-ware ransom will
increase.

Second, it is assumed that RaaS for no-ware ransom will increase. For RaaS
for no-ware ransom, there is no need to implement the encryption function and
manage keys, and therefore, technical support is expected to be easier than
conventional RaaS. For this reason, even organizations without advanced
technologies can develop and provide RaaS. Therefore, it is assumed that the
supply of RaaS will increase and so will attacks using RaaS.

6.5. Future anti-ransomware policy

Attacks using no-ware ransom use the same attack methods as ransomware




that encrypt data except for the encryption part. Therefore, organizations can
prevent attacks and restore data with conventional security measures against
ransomware. In cases where no-ware ransom attacks could not be prevented
and resulted in infection and hacking into internal systems, measures to prevent
confidential data from being taken outside the company are effective
countermeasures against no-ware ransom. For instance, a mechanism to
disallow transmission of files and data to the attacker’s server or RaaS and
encryption of confidential data are proposed countermeasures.

Organizations with the response policy to pay the ransom when attacked by
ransomware, however, need to change their response in the future. According to
a study by Sophos in 2023, the number of the cases in which organizations with
cyber insurance that includes a rider for damage from ransomware restored their
data by paying the ransom is four times larger than that of the cases in which
organizations without cyber insurance restored their data [25]. This shows that
many companies use cyber insurance to pay the ransom. Because of the
regulations of the Office of Foreign Assets Control (OFAC) of the U.S.
Department of the Treasury [26] and that the U.S. Government is also
considering to regulate the ransom payment [27], paying the ransom will
become difficult in the future. Paying the ransom by using cyber insurance will
likely be impossible.

In Japan, cyber insurance does not cover ransom payments [28], and
therefore, the situation is different from other countries. Since Japanese
organizations do not depend on the method of paying the ransom by insurance
coverage, is it assumed that if the regulations on the ransom payment are
tightened, instead of paying the ransom to restore the data, they will make more
investments in measures against malware/ransomware.
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7. Outlook

Election and Deepfakes

2024 is the “election year” in which a series of elections take place in
countries and regions that have significant impacts on global affairs. Starting
with the Taiwan presidential election in January, followed by the Russian
presidential election in March, the EU’s European Parliament election in June,
and finally the U.S. presidential election in November. In Japan, the possibility of
a snap general election in 2024 cannot be ruled out. During these election
periods, there is a risk of election interference caused by the spread of deepfake
content such as fake audio, images, and videos created by generative Al. In
fact, in the September 2023 general election in Slovakia, fake audio data
disclosing vote-buying by a candidate was posted on SNS. The audio data was
deleted within a few hours after the post, but only after it had already been
spread. It is believed that this post affected the outcome of the vote. In recent
years, anyone can easily create deepfake content that more precisely
impersonates others using generative Al. If deepfake content impersonating a
candidate with negative information is massively spread on SNS, etc., during the
election period, it can have a significant impact on the voting results. If a large
amount of deepfake content circulates, voters will not be able to distinguish the
deepfake content from the real content. Voters will have doubts about all the
content of the candidate.

As described in the Outlook article of the Quarterly Report 2nd Quarter of 2021,
development of Al technologies that can detect deepfakes is also advancing. In
future, tools for detecting deepfakes will catch up with deepfake technology.
Even if such tools become available, however, not all voters will have access to
those tools. If deepfake content that interferes with the election cannot be
prevented, Internet election public relations activities may decline in the future.
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Bitcoin price rise and increase in cryptojacking

Cryptojacking is an activity of mining cryptocurrencies by using other people’s
computers in an unauthorized manner. Because mining requires high-
performance computer resources, criminals infect other people’s computers with
mining malware and use those computer resources in an unauthorized manner
for mining. The computers infected with mining malware become slower in
processing speed and consume more power, etc.

On March 11, 2024, the Bitcoin price surpassed $72,500, reaching a new
market high. Since the profitability of mining increases as the price of
cryptocurrencies rises, cryptojacking by criminals also increases. In 2023, in
response to the increase in the Bitcoin price, cryptojacking increased around the
world. As the Bitcoin price is also increasing in 2024, cryptojacking and damage
from it are projected to continue to increase.
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8. Timeline

Yuhei Terashi / Ryotaro Tanaka, NTTDATA-CERT, Information Security Office, NTT DATA Group

A0 0: Domestic /\ A Vulnerability <> #: Threat
A H ¢ @ International/Overseas [m: Incident/Accident O @: Countermeasure

Sep Oct Nov Dec Jan

[A] Vulnerabilities used in attacks :

* Some ofthe dates in the timeline are not the dates of the occurrence but of the report.

- o o o S S S O O o O S S S M M S S S e e .

1
1
1
1 1
: A Citrix NetScaler ADC, Gateway :0 Citrix NetScaler ADC and Gateway Citrix :
! | cvE-2023-4966, CVE-2023-4967 === x| CVE-2023-4966 (BOF) exploited in altacks on I | !
| (data breach, DoS) government agencies around the world vulnerability !
I — e o e e o e e o o s e e e o e e = o = = = ]
1 1 1
1 1 1
1 1 1
et I i I e et
I : A Atlassian Confluence Server A Adobe Acrobat, Reader A ownCloud - : I
I : CVE-2023-22515 (privilege escalation) added to KEV CVE-2023-21608 I(use after free) added to KEV CIVE—2023—49103 (authentication bypass) added to KEV : I
! A Arm Mali GPU kernel driver 4 Ciscol0S, 108 XE _ A SysAid ITSM tool CISA :
| ,  CVE-2023-4211 (use after free) added to KEV CVE-2023-20109 (out-of-bounds write) added to KEV by CISA CVE-2023-4724 (path traversal) added to KEV K Exploited i |
. . 1 ' 1
| 4 RedHat JBoss RichFaces o A Microsoft Skype for Business A Microsoft Lot = e s , |
bt ETEEEL SRR E CVE 2023-41763 (privilege escalation) added to KEV CVE-2023-26584 (waming bypass) added to KEV Vulnerabilities Catalog I
| i A Apple iOS kemel ) A Microsoft WordPad A Google Skia .
I | CVE-2023-42524 (privilege escalation) added 1o KEV /= 503 36563 (data breach) added to KEV CVE-2023-6345 (integer overflow) added to KEV ' |
1 A 1 1 1
I 1 CVE%EZFIS-EOS:;T (rRCE) added to KEV A HTTP/2 Rapid A Juniper Junos OS 1 I
: CVE-2023-44487 (reset attack) added to KEV Four vulnerabilities, including CVE-2023-36844 (PHP external variable medification), added to KEV :
1 1 1 1
l O S S S S S S S S S B B EE S S S S e B B B S D D B B B B S S S D e e B B S S S S e B B B Ea e EaE e . I
1 1 1
! : ! A Adobe ColdFusion
A Progress Software WS_FTP ERCEIOSHE

CVE.2023.20198 (priviege escalztion) Released loC for CVE-2023-26359 (deserialization of untrusted da}a)

CVE-2023-40044 (RCE) ,

A FXC information outlet-type wireless LAN router

1 1
A JetBrains TeamCity £ Proself CVE-2023-45727 (XML A F5BIG-P CVE-2023-49897 (OS command injection)

CVE-2023-42793 (RCE) External Entity) Exploitation of CVE-2023-46747 (authentication bypass), CVE-2023-46748 (SQL injection)

A Google Chrome
CVE-2023-5217 (libvpx heap buffer overflow)

A Qualcomm
CVE-2023-33106 (use after free), etc.
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(2 B2 GG BT U 2 2 Y 22 (TG G £ Fixed GVE-2023-48655 (inadequate filtering), CVE-2023-48658 (lack of symbol checking function), etc.
1

N . o A0 0: Domestic /. A Vulnerability >#: Threat
Some ofthe dates in the timeline are not the dates of the occurrence but of the report. AW ¢ ®: International/Overseas - Incident/Accident O ®: Countermeasure
ep Nov Dec Jan
1 1 1
[A] Vulnerabilities used in attacks : : :
: : |
1 1 1
# Citrix NetScaler Gateway . : ‘+ Qlik Sanca Entarprisa |
Large-scale attacks exploiting CVE-2023-3519 (code 1 1 1
'.-'echo"' il )Iﬂlﬁﬁ\ﬂi 1 1 1
: : |
1 1 1
o Agple ! ® lisP ' '
1
1
1

1
® Apple @ Apple
Released 5i0S 16.7.1" and “iPad0S 16.7.1" that fixed the zero-day vulnerabilities Released emergency updates for CVE-2023-42916, CVE-2023-42817

® Microsoft
Fixed 104 vulnerabilities in the October monthly
patches

[B] Email/SMS

<> Shopee imperscnation

1
o attackers are also aware of DMARC™
|

«» Record high number of phishing reports

- 2 My Number portal impersonasion.
O ke webeite. prsing 25 e Bark of Jaun

< Paosing as the oredit card brand “Cedyna™ © Faon wetwite posing 2= e Yomiuri Stimbun Oriine

<> Phishing email attaching “smime.p7s", disguised as SIMIME signature
[

|
# Alert for BazarCall attacks exploiting Google forms

4 Phishing targeting Kinsta users, exploited Gooye_ais
# Posing as F5 BIG-IP security updates

|
|
1
o FTC 1
Alert for a new phishing method “Quishing” using AR codes :
1
1
1
|

® Micosoft
Warning of exploitation of OAuth in phishing frauds

&
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A0O<0: Domestic /A Vulnerability {>#: Threat
A B ¢ ®: |nternational/Overseas 0 m: Incident/Accident O @: Countermeasure

Sep Oct Nov Dec NETY

* Some ofthe dates in the timeline are not the dates of the occurrence but of the report.

1 1 1
L L L
1 1 1
1 1 1 1
1 1 1 1
1 # "RedLine”end other sttack groups 1 5 1
1 Di i anEV 1 # ClearFake campaign 1
i | e Rl e P e e D |
1
I 2 1 I 1
| # Variant of DDoS malware “Mirai” i ] O I E
1 1 1 Spread s new typaof in Logaj
| 1 | ‘sround the world
J 4 Malware “DarkGate” ! ! !
: Spread by exploiting Skype and Teams : : :
1 1 1 1
1 1 1 1
1 # Malware disguised as a rocket alert app “RedAlert — Rocket Alerts” 1 1
1 1 1 1
1 1 1 1
1 1 1 1
I 1 I 1
1 1 1 1
1 1 1 1
I 1 I 1
1 1 1 1
1 1 1 1
u T u T
1 1 1
1 | 1
[D] Ransomware T T T
1 1 1
1 1 1 1
1 | 4 Ransomware group “Black Basta™ 1
1 # Source code of the HelloKitty leaked in the ing forum Ower 100 million dollars of damage in a year 1
1 I and a half 1
1 1 1 1
| | | # Spread of the CACTUS via malvertising using DanaBot
1 1 1 1
I 1 I 1
1 1 1 1
1 1 1 1
1 1 1 1
: :'. International Counter Ransomware Initiative Summit : ® FBI :
1 |r[a):‘:§:_|55°fc°u"m es are planned to sign the pledge not to pay 1 Seized the BlackCat ransomware leak website, created a decryption tool
1 1 1 1
: : : # U.S. and Australian authorities
1 1 1 Alert for the ransomware “Play”
1 1 1 1
1 1 1 1
I 1 I 1
1 1 1 1
1 1 1 1
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A0 Domestic /\ A: Vulnerability {>#: Threat
A B ¢ ®: |nternational/Overseas [ m: Incident/Accident O @: Countermeasure

Sep Oct \[o}% Dec Jan

[E] Unauthorized access (domestic)

* Some ofthe dates in the timeline are not the dates of the occurrence but of the report.

O
i
5
{

|| Restar Corporation |
1
. . S S S S D S B Ea S e D e e S e B S S B S B S S B S e G e B Ea S D D e B Ea e e e s . |

1 1 1

1
L
I
1
0 ; |
1 NHK 1 | = st e [ Cleayarma T‘:‘d;"j"-"'""ﬂr“ || Grantomato Co.. Ltd. [ EnlargeCorp Co., Ltd. ] Bordeaus Primews 1
1 1 1
O EcC 1 1 1
1 e [ Matforsd Muzewn of Nawre ad = - |
imnm-um e, Ty 1 IDEC & - Eummmmmme !

[ Fujisofl berporaed .
; [ Onisi, Ltd. 1) Ossia Uriversty, Schadl /Gracksse Schodl of Enginaering :
0 || Baccarat Pacifick.K ; o !
7 Nistijrma Mot ; || Japan Avistion Electronics Industry, Ltd. I ECC \
| . 0 || KOKUYO Group !
1 [ NICO CNLINE SHOP 17 JCHITAl WORKS, INC. Ok i i
1 Nagar Prefeciral Seior High Schodl 1 1 1
1 1 1 1
1 ['| RICOH Drive 1 1 1
v 1 LI NTT Nexia 1 |
|| Sake-Show Yamada Inc. 0 . |
1 1 Natioe Musewn of Nawre and 1 oo Cormaser 1 |
! - Tag 0 [y 1 1
1 1 1 1
1 - 1 1 1
1 ['] Toumei Co., Ltd. 1 i i
1 1 1 1
1 R 1 1 1
! ansomware [ MES Ca. el Rightan (] Nippon Crucible Co., Ltd. 17 Nasfima Sty 1 1
1 I L e Ca. Led 1 ['| Dismond Inc: 1
1 1 [ OMISL L. !
1 I [ Kingho Siores, ke, L T ' 1
1 1 e 1 1
1 1 1 II
1 I 1 1 1
(. 1 ! L

X

T

1

1

1

1

1 1
B s P [ Japen Saciety for #ee Promaan L1 INVOY '] LY Corporation
1

Co_ud o
1
i

|| doda Scouting Service 7 & s L 11 IT intreduction subsidy 2023 websits
1

LI NTT Marketing Act ProCX

'] NauNau

[F] Data breach (domestic)
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A O<0: Domestic /\ A Vulnerability >#: Threat
A B ¢ ®: International/Overseas O m: Incident/Accident O @: Countermeasure

Sep Oct Nov Dec NET)

[E] Unauthorized access (overseas)

. ——— ® Free Download Manager official website = Uriversity of Mickign
'

* Some ofthe dates in the timeline are not the dates of the occurrence but of the report.

W Nissan Oceania
® DF World Australia

] » Kyivstar
® Wacosl's UK. subsidiary W Flagstsr Bank m Okta ® City of Philadelphia
I
1
1 ® Internationsl Criminal Court

™ Ewrcpen Tdecommuicsions Stedwds s

1
I
1
1
1
1
1
1

1 1
1
1
1
1
1
: W AGC U.S. subsidiary
1

® American Family Insurance:

= Marina Bay Sands

® ESO Sclutions

I

1

1

1

1

_—em o o o EE o EE o O o e EE En Emh EE EE EE O EE EE EE EE e EE e

1

: = Boaing

1

n = U.S. Cancer Center ® VF Corporation

Ransomware = Hosins O, Coc
- TOIDfWI;Pl.‘JliCLibI’Ev
i
» “Guge GTD, mae W‘ it comgany in Cile

= MGM Resorts ® Henry Schein L=

u u
I I I
N 1
® Yamshs Motor Philippines [YMPH) |
1 1
. . S S S S S S e B S B S S B S EE B B S S e S e S S B S ] S e S e S S B e e e Eae e e .

S

Aenesica ® Air Europa |
® Toyota Financial Services

® Z3andhle

|

[F] Data breach (overseas)
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A O<$0: Domestic /. A: Vulnerability {>#: Threat
A B ¢ @ nternational/Overseas O m: Incident/Accident O @: Countermeasure

Oct Nov Dec Jan

* Some ofthe dates in the timeline are not the dates of the occurrence but of the report.

[G] Other cyberattacks, etc

# Hacking into an Azure cloud VM via SQL Server was confirmed

# Unauthorized access by Russian hackers exploiting the vuinerssility in Outlook is ongoing

# QakBot threat actor

Operation after dismantling was confirmed ¢ VUSec

“SLAM attack” exploiting CPU hardware functions was found

e I

# Discard
B i for malicious activities, ind uding dit . d data theftby the APT
greup
1
# Morth Korean APT group - e o e e e . - . . O O S T S S e e S e e e .
Metwaork intrusion by exploiting the TeamCity server vulnerability ® Nicrosoft I
| I Takedown Seized the domain used for unauthorized trading of Outlook accounts
# UK intelligence agency I
Warning of Ghinese spy activities, over 20,000 people were targeted in the U.K. I & FB @ German police
. Shut down the IPStorm (botnet proxy service) network and infrastructure Seized the dark web marketplace “Kingdom Market” I

® Microsoft :

ired the i ion of multifactor 0

management portal i

1

& YWndows11 ® Akamai Technologies

Changed the SMB firewall specifications Alert to "double extortion™ spreading against backups

i

® FIRST ® Spy attack T g age

Released CVSS version 4.0 1

QIPA O JPAAWG
Published the *Cybersecurity Management Guidelines Ver. 3.0 Collection of Best Practices 4th Edition” Emergency event due to Google and Yahoo mass mailing restrictions
1
1
m Google Cloud, AWS, Cloudflare i . § . . L
Largest DDoS attack aver ® Russian APT group “Winter Vivern® m Hacktivist group “SiegedSec

Hacked European government agencies exploiting Hacked the |daho National Laboratary
the vulnerability in Roundcube Webmail 1
5 1
1 I
1 1
. S S I EE e EEE ] EEE B S S S S S S S S S e S e S | e S e S e S e e e e Eae e e .

m Russian APT group “Sandworm” . . . ® Uirainian Intelligence Agency ® Ukrainian Armed Forces I
Hacked 11 communications providers in Ukraine RUSSla-U kra|ne Confl |Ct Hacked the Russian Federal Air Transport Agency Massive hacing of the Russian Federal Tax Service I
- S S S S S e mhe S S D S D B S e B e e e e e s e e e o e - - e o . . o . -
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